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JOCJI)KEHHSI KOMII'IOTEPHOI MEPEKI CKAHEPOM
BPA3JIMBOCTI NESSUS

Ha cporoaHi KoM’ 10TepHI MEpEXi € HEB1/I'€MHOIO YaCTUHOIO HAIIOTO MOBCSKAEHHOTO XHUTTS. SIK CBITYHUTH Mpo-
BEJICHHI aHaNi3 Mepeka HaJI3BUYaifHO Bpa3jinBa, BOHA MOXKE CIYTyBaTH MICIIEM BHUTOKY iH(poOpMalii, 3MiHH KOHQIry-
parii HamamTyBaHb Ta Moau(dikamii JaHUX 3TOBMHUCHUKaMH. [CHye HabaraTo OiNbIIe 3arpo3, TOMY CTaH 3aXHUINECHOCTI
MepeXi MoTpedye 3HAYHOI yBaru moa0 3a0e3NeveHHs PiBHSA 3aXHUCTY MEPEXKi 3 METOIO IMiITPUMYBaHHS KOHQIICHITIH-
HOCTi Ta MiJicHOCTI maHuX. JIJis mepeBipky piBHA OE3MEKH Ta 3MIITHEHHS MEpeXi opraHizamii HEoOXiTHO PEeTyIsipHO
MIPOBOJIUTH OIIHKY BPa3IUBOCTI BCiel Mepexi. [ momyKky ciabKux Micllb BUKOPHUCTOBYIOTH CKaHEPH BPa3IUBOCTI, SKi
KOPHCHI [T BUSBJICHHS BaJl OC3MEKH Y KOXKHIA OKpEMill CHCTEeMI, a TaKOXK Yy BCiil Mepexi 3araiom.

Mera poOOTH — MOCHIAUTH KOMIT'IOTEPHY MEpeXy Ha HasBHICTh BPa3IMBUX MICIb 3a JOMOMOIOI0 CKaHepa
Nessus Professional.

MeToau I0CTiKeHHS — CKaHYBaHHS Mepexki ckanepoM BpasnuBocTi Nessus Professional.

Jlnst mpoBefieHHs JOCHTIDKEHb Oylo BHKOpUCTaHO ckaHep BpasimBocti Nessus Professional Bim kommanii
Tenable Network Security, sikuii € y BinbHOMY mocTymi. 3’sicoBaHo, mio ckarnep Nessus Professional mae kparuit ¢hyHK-
LiOHAJ 1 TeXHIYHI XapaKTEpPUCTUKU MOPIBHSHHO 3 IHIIMMH JOCTYITHHUMH CKaHepaMH. CIMHUM HEJIOJIKOM CKaHepa €
HOro BapTICTh KOPUCTYBAaHHsS MPOTATOM POKY, a TaKOX CKaHYBAaHHS Majoi KITBKOCTI XOCTIB y Mepexi BOJHOYAC
(6mu3pko 100 xocrtiB). [Tichs yCHminTtHOTO BCTAHOBJICHHS CKaHEpa, 3IHCHIOBABCS HOTO OTJIAM Bil MOMEHTY 3aIlyCKy JI0
(hopMyBaHHS 3BITIB MPO pPe3yJIbTaTH TECTYBaHHS XOCTiB. Y pPOOOTI TecTyBaJlach Mepeka JIbBIBCBKOTO Aep KaBHOTO
YHIBEpPCHUTETY OC3IEKH JKUTTEMISIILHOCTI. Y 3BITI MichsA CKaHyBaHHsA, 1o BigoOpaxkaetbest y HTML dopmari, MoxHa
MOOAYUTH: IeTaji CKaHyBaHHS MO0 KOKHOMY XOCTY; KUTbKICTh Ta XapakTep Bpa3IMBOCTEH; iHpOpMAaIliiiHy IMaHe b 00
BHUIIPABIICHHS TIOMHJIOK. 3a pe3y/bTaTaMy TECTYBaHHS OYJIO BHSBJICHO BPAa3IMBOCTI HU3bKOTO, CEPEIHBOTO Ta BUCOKOTO
piBHIB HeOe3mekw, 3aranoM — 376. IIpoBoamBes aHami3 Bpa3iMBOCTEH Ha IMIACTAaBI OTPHMAaHUX pe3yJbTATIB, a CaMe:
KOPOTKHi1 OIUC Ta c1oci0 BUPILIEHHS TPOOIEeMH.

Knrouogi cnosa: — koM’ roTepHa MeperKa, BpasJIMBICTh, CKaHep BpasmBocti, Nessus Professional, ckanysanms riopris.

Beryn. I3 3poctanHsM mporpecy B raimysi iH- — Oe3nedeHHs, po3poOiieHe 3 HeAoJiKaMHu, poOuTh

(dbopMalliiHUX TEXHOJIOTIH Oe3leka KOMII FOTEPHHUX
CHCTEM BHKIIMKAaE OibI CEpHO3HE 3aHETIOKOECHHS.
3a3Buuail OUIBIIICTH rany3eldl mporpamHoro 3ades-
MIEYCHHS, 110 PO3BHBAIOTHCS, HE BPAaXOBYIOTH pi3HI
MOMMUJIKOBI YSIBIICHHS Mpo Oe3MeKy, sSKi aBTOMaTHY-
HO ICHYIOTH Yy CHCTEMi 3aBISKH MOBaM IIpOrpa-
MYBaHHS, OCKUIBKM 1X 3aBIaHHSIM € 3pOOUTH XOpO-
e mporpamMHe 3a0e3leueHHs, ke Mpaioe Oesre-
pebiliHo 1 ae GaxkaHWii pe3yNbTaT, HE BPaXxOBYIOUH
Henoaiku Oe3neku. [l 3a0e3neueHHs OC3MEKH CHU-
CTeMHU Ta OE3MeKH KOXHOI JIOJUHH JIy>KE BAKINBO
TUTAaHYBaTH HOBI cTpaterii Ta meromonorii [1], ski
BpPaxOBYBaTUMYTh TOPYIIEHHS O€3MEKH, IO SKUX
CXWIBbHUI KopucTyBad. He Timbku mporpamue 3a-

Indopmanis npo aBTOpIB:

KOpUCTYBaua Bpa3JIMBUM JI0 aTak, Haiuacrimie me-
peka TaKoX CTae KIFOYOBUM (aKTOpPOM depe3 To-
ripmieHHst acrekTy Oesmeku KopucTyBauiB. OIiHKa
Ta YCYHEHHS BPa3JMBHX MICI[b MOTpeOy€e 3HAHHS Ta
DIMOOKOTO  PO3YMIHHS I[MX  BPa3JIUBOCTEH YU
HeJoNiKiB y O6e3nemni. Bpa3znmusicTs y 6e3nerni cucre-
MH MOXE MPHU3BECTH JO TOrO, IO 3JIOBMHCHHUKH
EKCIUTyaTyIOTh CHCTEMY IHIIUMH crocobamu [2].
Byno BmpoBajpkeHO Oarato iHIIMX METOJIB JUTSl BH-
SIBIIGHHSI WX BPA3JIMBUX MICIb Ta Pi3HUX MIAXOJIB
JI0 YCYHEHHS L€l BpPa3JIMBOCTI, 30KpeMa METOJ Te-
Hepalii rpadikiB aTak, METOJN CTATUYHOI'O aHATI3y
JUTSL BUSIBIICHHSI BPA3JIMBUX CHUTYaIlil, SKi € IOCHTH
MOMYJISIPHUMH 1 BiIOMUMH CHOTOJIHi.
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O0’eKT TECTyBaHHS

JI1s1 BUKOHAHHST pOOOTH BHOPAHO KOMIIT'FOTCPHY
Mepexxy JIbBIBCHKOTrO JepKaBHOTO YHIBEpCHUTETy Oe3-
MICKH JKUTTENISUTHHOCTI. Mepekero OXOIUIeHI TpU KOp-
IyCH: TOJOBHWM Ta HAaBYAIbHO-HAYKOBHU I1HCTUTYT
TICHIXOJIOTII Ta COIAIBLHOTO 3a0e3MedeHHs, 10 Po3Ta-
moBaHi Ha KienapiBcbkild, 35, a Takok KOpITyC, po3Ta-
moBaHni Ha KiemapiBeekiid, 22.

[Ipw Takiif CTPYKTYpi Mepexi, OyIb-IKA 3aIHAT
pecypcy 3 Internet mpoxXoAUTE OTIYHMHN JTaHIFOKOK:

1. 3anut 3-mig Mepexi KOpHycy 0 MiAJerio-
T'0 MapIIpyTH3aTopPa;

2. 3anuT Bij MJIETIOT0 MapHIpyTU3aTOpPa JI0
TOJIOBHOT'O MapIIpyTH3aTOpPa;

3. Slxkmo me HTTP-3anuT, To BiH mepeampeco-
BYETKCSI JIO TIPOKCi-CepBepa;

4. SIkmo pe3ynbTariB JaHOTO 3alUTy HEMae B
KeIIli ITPOKCi-cepBepa, TO BiAMPABISEMO 3aITUT ITPOKCi-
CEepBEPOM 3HOBY JI0 TOJIOBHOT'O MapIIPyTH3aTOPa;

5. IlepecunmaeMoO 3amUT Ha Hall OCHOBHUU
uuto3 Internet YAPHET.

6. [IpuxomuTh BiATIOBib;

7. BianoRize nepecruinaeThes Ha POKCi-CepBep;

8. Ilpokci-cepBep mepecuiae BiJIIOBIAb Ha
COJIOBHUIM MapIIPyTHU3ATOP;

9. TonoBHUH MapLUIpyTH3aTOp NEPECHUIIAE
BIJIMOBI/Ib HA MiJICTIIMIA MapIIpyTH3ATOD;

10. Ilignernauii MapumipyTH3aTOp IEPECHIIAE
3aITUT Ha BY3011, IO 3alIUTYBAaB Iei pecypc.

Di3UYHO KOMIT IOTEpHA MEPEkKa € CYTTEBO 3a-
BaHTAKEHOIO, TOMY 1[0 BOHA pealli3oBaHa Ha OCHOBI
TEXHOJIOT1] ONTOBOJIOKOHHOTO 3B'SI3KY 1 Ma€ J0CTAT-
HIO TIPOIYCKHY MUpHUHY KaHaimy — no 1 ['6it/c. Ilpn
IOMY, y 3B'SI3KYy 3 MOIOHOI0 peatizailie€lo MapIipy-
TH3allii TTAKeTIB MK By3JIaMU BHYTPIIIHBOT MEPExXi,
3aI|T 1 BiJNOBIIh MPOXOAATH MO KaHAJIaX 3B'S3KYy Y
PI3HUX HampsMKax.

AHaJji3 pyHknionanay ckanepa Nessus

Nessus Professional — ckanep BpasnuBOCTEH
JUTSl HEBEJIMKHMX OpTaHi3alliif, siki BKIFOUYar0Th B ceOe /10
50 pobounx MalivH, a TaKOoXK IS ayJIUTOPIB, SKi
3IIMCHIOIOTH aHaNi3 Oe3MeKu CBOiX 3aMOBHUKIB. [Ipo-
IYKT JTa€ 3MOTY OIIHIOBaTH KOH(ITypallii, 3HAXOIUTH
BPa3JIMBOCTI i, B pa3i BUSABJICHHS MPOOJIeM IIijl 4ac
HaJIalITYBaHHs iHQPACTPYKTYpH, 3armodiraTu Mepexe-
BUM atakam [3].

JIo OCHOBHMX  MOXKJIUBOCTEN
Professional mo:xua BignecTu:

—IIMPOKHUK BHOIp PEKUMIB aHAIi3y 3axullie-

Nessus

HOCTI;

—THYYKI HaJallTyBaHHS MapaMeTpiB aHallizy
Bpa3JIMBOCTEN;

—yIpaBIiHHS OHOBJICHHSIMH IPOAYKTY Ta
KOHTEHTY;

—CKJIQJIaHHS 3BITiB 32 32IaHUMU KPUTEPiSIMHU;
—CyMICHICTb 3 Tuarinamu Nessus;
—aBTOMAaTHYHI IIIOJAEHH] OHOBJIEHHS CUCTEMH.

Moowcnuei munu auanizy 3axuugeHocmi.
Nessus Professional Hagae MOKIUBICTh TPOBEICHHS
MepeBipoK AIst 3a0e3MevYeHHs] BiANOBIJHOCTI HOpMa-
tuBHuM BuMoram FFIEC, HIPAA, NERC, PCI DSS,
a Ttakox TramyzesuMm cragmaptram CERT, CIS,
COBIT / ITIL, DISA STIG. Take oxomneHHs 3a0€3-
neuyTh noHaa 450 BcTaHOBIICHHX 111a0JI0HIB [4]:

—CKaHyBaHHS Bpa3zmmBocTei. OIliHKa CHCTEM,

MEPEX 1 JOATKIB Ha HasBHICTH BPa3IMBOCTEIH;

—aymut koHiryparii. [lepeBipka BiamoBimHOCTI
MEpeKEBUX AaKTHBIB TOJITHKAM 1 Taly3eBHM
CTaHAApTaM;

—BUSIBJICHHS IIKiIMBHUX IporpaM. Takox BH-
SIBJICHHS TTOTEHIIIHHO HEOaKaHOTO 1 HEKepo-
BAHOT'O [IPOrPAMHOTO 3a0€3CUECHHS;

—CKaHyBaHHsS BeO-monartkiB. BusiBneHHs Bpas-
TMBOCTEH BeO-cepBepiB, CIyKO 1 Bpa3lHBO-
creit OWASP;
—THYYKi TIONTYKOBI 3anuTH. BU3HaYeHHs 3aKpH-
Toi iH(hopMaIlii B cucTeMax ado JOKyMEHTaX;

—ayAuT cucTeMu ynpasiiHHA. CKaHyBaHHS CH-
cteM SCADA, BOynoBaHHX MPUCTPOIB 1 J0-
natkiB ICS;

—IMITpUMKa XMapHHUX oOuwmciieHb. OrfiHKa crad-

KUX MicIp KOH(Irypalli XMapHUX pillleHb, Ta-
kux sk Amazon Web Services, Microsoft Azure
1 Rackspace.

Moosrcnueocmi ananizy 3axuuienocmi [5]. Cu-
cTeMa MiATPUMYE KiJIbKa BapiaHTIB CKaHyBaHHS, TaKHUX
SIK TIATPUMKA BiJUTAJICHOTO 1 JIOKAJIBHOTO CKAaHYBaHHS
aKTHBIiB, CKAHYBaHHS 3 ayTCHTU(IKAIIIE€I0, PEKUM aBTO-
HOMHOTO ayJInTy KOH(Iryparlii MepexeBHX MPUCTPOIB:

—BUSBJICHHS 1 CKaHyBaHHA aKTUBIB. Mepekesi

NPHUCTPOI, BKJIIOYAIOUM OpaHaMayepd HOBOTO
TIOKOJTIHHS, OIEpAIliifHi CUCTeMH, 0a3u JIaHUX,
BeO-01aTKH, BipTyaslbHi i XMapHi CEpeIOBHIIIA;

—cKkaHyBaHHs Mepexk. CkaHyBaHHS Ha [Pv4,
[Pv6 i riOpumHIX Mepekax;

—CKaHyBaHHs 3a poskiajoM. CkaHyBaHHA 3
HAJIAIITYBaHHSIM 33 YaCOM 1 YaCTOTOIO 3aITyCKY;
—BUOIpKOBE TIOBTOPHE CKaHYBaHHs XocTa. Bu-
KOHaHHS TOBTOPHOTO CKaHyBaHHS BCiX a0o

BHOIPKOBHX XOCTIB;

—aBTOMAaTUYHHI aHai3 CKaHyBaHHs. PexoMeH-
Janii 3 BiTHOBJICHHS Ta HAJIATOJKEHHS CKa-
HYBaHHS.

CxaHyBaHHS Mepexi
3acobu mouryKy Bpa3MBOCTE MOXKYTh (PyHKIIIOHYBa-
TH Ha MepekeBoMy piBHI (network-based), piBHi orme-
pauiiiHoi cucremn (host-based) i piBHI nmomatky
(application-based). Haii6inbioro noumpeHHs Haly-
71 32cOo0M aHaIII3y 3aXHIIEHOCTI MEPEKEBUX CEPBICIB i
rpotokoiB. [1oB’s13aHo 11e, B mepiiy 4epry, 3 yHiBep-
CAJbHICTIO BHKOPHCTOBYBaHHX IPOTOKOINIB. Bus-
YEHICTh 1 MOBCIOJTHE BUKOPHCTAHHS TAKKX MPOTOKOJIB,
sk 1P, TCP, HTTP, FTP, SMTP narote 3Mmory me-
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PEBIPSITH 3aXUIICHICTh 1H()OpMALIHHOI CUCTEMH 3 BH-
COKUM cTyneHeM edexrupHocTi. [Iporpama Nessus gae
3MOTYy TOOQUHUTH «HIPKH» MEpexi, «CclaldKi» XOCTH
Tomo [6]. Burisny nporpamu Nessus i 4ac cka-
HyBaHHS HaBEJIEHO puC. 1.

Second scan

OTpUMAJIH Y pe3yJIbTaTi CKaHyBaHHs (pHC. 2)

Ha puc. 2 myHKTHPOM BUIIJICHO BPa3InBICTh 3
HaiiBuium piBHeM — SNMP Agent Default
Community Name (public) (Im'st ciimbHOTH U151
areata SNMP (3aransHOnoctynue)). [etansHuit

Configure Audit Trail Launch ~ Report ~ Export ~
< Back to My Scans
Hosts 16 Vulnerabilities | 41 Notes | 2 History | 1
Filter ~
Host Vulnerabilities @ Notice: Your scanning limit of 16 was reached,
and 4 hosts were removed from this scan.
10.100.100.7 [ I License more.
[\ 0.9 27

101001009 Scan Details
10.100.100.1 B 24 Policy: Basic Metwork Scan

Status: Completed
10.100.100.13 24 Scanner: Local Scanner

start: October 17 at 12:42 PM
10.100.100.14 B 24 Enct October 17 at 1:02 P

Elapsed: 21 minutes
10.100.100.15 24

Vulnerabilities
10.100.100.16 B 24

® Critica
10.100.100.17 24 High
= Medium
10.100.100.18 B 24 ® Low
® info

10.100.100.19 24
10.100.100.20 B 24
10.100.10021 24
10.100.100.10 2| = ]

Pucynok 1 — 300pakeHHS POTpaMHU IIiJ] 9aC CKaHyBaHHS

Sk BUAHO 13 pHc. 1, mocmipKyBaHa Mepexa He
Mae OJHOI BPa3MUBOCTI KPUTUYHOTO piBHS, 3 Bpas-
JIMBOCTI — BUCOKOTO piBHA, 33 — cepeaHboro, 25 —

CRITICAL HIGH MEDIUM

OTTHC ITi€] BPa3TMBOCTI HABEICHO HA pHC. 3
L5 Bpa3znuBicTh 1a€ 3MOTY OTPUMATH iM'st
CIIIJIBHOTH 33 3aMOBUYBAHHSM BiJ/IaJIEHOTO cepBepa

ﬁ Cvss Plugin Name

75 41028 SNIMP Agent Default Community Name (public)
50 6474 SNMP 'GETBULK’ Reflection DDoS

N/A 10114 ICMP Timestamp Request Remote Date Disclosure

N/A 35716 Ethernet Card Manufacturer Detsction

N/A 86420 Ethernet MAC Addresses

N/A 43111 HTTP Methods Allowed [per directory)

N/A 10107 HTTP Server Type and Version

N/A 24260 HyperText Transfer Protacol (HTTF) Information

N/A 1219 Nessus SYN scanner

N/A 19506 Nessus Scan Information

N/A 50350 OS Identification Failed

Pucynoxk 2 — Onuc BpasnuBocteit xocra 10.100.100.7

HU3bKOTO piBHS Ta 310 — 3aranbHi Bpa3NHMBOCTI iH-
(opMaTHBHOTO piBHA. BChOro BUSIBIEHO Bpa3MBO-
creii — 376.

VY 3BIiTI MIiCJIA CKaHYBaHHS, BiIOOPaKaeThCs pe-
3yJbTaT MO0 KOXKHOTO XOCTa, KUIBKICTh Ta XapakTep
Bpa3IMBOCTEH, iH(pOpMaliiiHa MaHeab 3 BHUIIPABIICH-
HSIM TIOMWJIOK. PO3riisiHeMO KiJibka Bpa3IMBOCTEH, SIKi

SNMP. 310BMUCHHK MOe BUKOPHCTOBYBATH IO
iH(opMaIlito s OTPUMAaHHS BiJOMOCTEH TPO BijI-
JaneHuii Xxoct abo s 3MiHKM KOHDIrypaiii Bigga-
JICHOT CUCTEMH (SIKIIIO CITJILHOTA 33 3aMOBYYBAHHIM
JIO3BOJISIE TaKi 3MiHH).

HacrymHa Bpa3nuBicTh CEpeTHBOTO PiBHS —
SNMP 'GETBULK' Biooumms DDoS (puc. 4).
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SNMP Agent Default Community Name (public)

B Messus Plugin 1D 41028

Synopsis

The community name of the remote SNMP server can be guessed.

Description

It is possible to obtain the default community name of the remote SNMP server.

Plugin Details
Severity: High
ID: 41028

File Name:
snmp_default_public_community.nasl

Version: 1.13

An attacker may use this information to gain more knowledge about the remote host, or to change

the configuration of the remote system (if the default community allows such modifications).

Solution

Disable the SNMP service on the remote host if you do not use it

Either filter incoming UDP packets going to this port, or change the default community string.

Type: remote

Family: SNMP
Published: 2002/11/25
Updated: 2018/08/22

Dependencies: 10264

Risk Information

Risk Factor: Hizh

CVssv2.0

Base Score: 7.5

Temporal Score: 5.5

Vector: CVSS2HAV:N [AC:L/Au:N/C:P/I:P[A:P
Temporal Vector: CVSS24E:U/RL:OF/RC:C

Vulnerability Information
Exploit Available: false
Exploit Ease: No exploit is required

Vulnerability Publication Date: 1998/11/17

Pucynok 3 — Jleranpauii omuc Bpa3nmusocti D
41028

SNMP 'GETBULK' Reflection DDoS

EDIUM Nessus Plugin ID 76474

Synopsis

The remote SNMP daemon is affected by a vulnerability that allows a reflected distributed denial

of service attack.

Description

Plugin Details

Severity: Medium

1Dz 76474

File Name: snmp_getbulk_reflection_ddos.nasl

Version: 1.7

The remote SNMP daemon is respanding with a large amount of data to a "GETBULK' request with a

larger than normal value for 'max-repetitions. A remote attacker can use this SNMP server to
conduct a reflected distributed denial of service attack on an arbitrary remote host.

Solution

Disable the SNMP service on the remote host if you do not use it.

Otherwise, restrict and monitor access to this service, and consider changing the default 'public’

community string.

See Also

http: w.nessus.org/u?8b551b5c

http: w.nessus.org/uzbdbs3cfc

Type: remote
Family: SNMP
Published: 2014/07/11
Updated: 2018/08/08

Dependencies: 19762, 11153

Risk Information

Risk Factor: Medium

CVsS v2.0

Base Score: 5

Temporal Score: 3.7

Vector: CVSSZHAV:N [ACL/AU:N/CN [ N [A:P

Temporal Vector: CVSS2#E:U/RL:OF/RC:C

Vulnerability Information
Required KB Items: SNMP/community

Exploited by Nessus: true

Pucynok 4 — Jleranpuuii omuc Bpasnmmsocti |D76474

Ormuc Bpaznueocti: SNMP "GETBULK' Binnosinae 3
BEJIMKOIO KIIbKICTIO JaHuX Ha 3anuT "GETBULK" 3
OLIBIIVM, Hi>K HOpMAaJIbHE 3HAYECHHSM, JIJIS ""MaKCH-
MaJIbHUX MOBTOPIB". BiianeHuii 30BMUCHUK MOXe
BUKOpHCTOBYBaTH 11eli SNMP-cepBep a1 3aiiiCHeHHS
BiI0OpaKeHO1 PO3MOIIICHOT aTaKy BiZIMOBH B CITY>KO1
Ha JIOBUILHOMY BiJUIAJICHOMY XOCTI.

Bpasnusicth HU3bKOTO piBHS THITY SSH Weak
Algorithms Supported, naBeneHo nHa puc. 5.

3 mi€ro BpaznuBiCTIO, Nessus BUSBHB, 110 BiJi-
nmaneHuii cepsep SSH HanmamrToBaHWii Ha BHKOPH-

cranHs mmdpy nmoroky Arcfour abo B3arani Hemae
mndpy. RFC 4253 He pekoMeHye BUKOPHCTOBYBa-
1 Arcfour yepes3 npobsemMy 3i ClTaOKMMH KiiaBila-
M. PillleHHSM 1€l BPa3JIMBOCTI € Te, MO IIiJ 4ac
mdpyBaHHs HEOOXiTHO y3TOJUTH aITOPUTM IINQ-
pyBaHHs Ta kimo4-oOMiH. Konmu mmdpyBanHs e,
JIOBXKMHA TAKETy, IOBKUHA IOJIsl, KOPHCHE HaBaH-
TaKEHHS Ta 3aJIMBKa KOXKHOTO IMaKeTy MaloTh OyTH
3amu@poBaHi 3a 33JaHUM aIrOpUTMOM. 3ammdpo-
BaHi JaHi y BCIX MaKeTax, 10 HaJCHJIAIOTHCS B OJ-
HOMY HaIpPSIMKy, MalOTh OYTH €JIMHUM ITIOTOKOM
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SSH Server CBC Mode Ciphers Enabled

B  Nessus Plugin 1D FOBSE
Synopsis

he S5H server is configured to use C

Description

The 55H server is configured to support Cipher Block Chair

ntext n e from the ciph

attacker to recover Lk

Mote that this plugin only checks for the options of the 55
vulnerable software versions,

Solution

contact the vendor or consult product documentation to dis.

enable CTR or GCM cipher mode encryption.

ng (CBC) encryption. This may allow an

server and does not check for

able CBC mode cipher encryption, and

Plugin Details

Severity: Low

ID: FOG5E

File Name: ssh_cbc_supported_ciphers.nasl
Version: 1.4

Type: remote

Familly: Misc

Published: 7013/10/28

updated: 2018/07/30

Dependencies: /[{

Risk Information

Risl Factor: Low

CVSS v2.0

Base Score: 2.6

Temporal Score: 1.5

Viector: CVSS2BAV:N [ACH MAu:N [ CPIEN/ AN

Temporal Vector: CVSS28E:U/RLOF/RCC

Vulnerability Information
Exploit Available: false
Exploit Ease: No known exploits are available

Vulnerability Publication Date: 2008/11/24

Pucynok 5 — Omuc Bpa3nuBOCTi PO BUKOPHUCTAHHS JIAHIIOTa OJIOKiB IIH(piB

nmaHnx. Hampukman, BexTop iHimiamizarlii TOBHHEH
OyTH TepemaHyuM BiJ KIiHII OJHOTO ITaKeTa A0 TO-
YaTKy HACTYIMHOTO. YcCi mudpu moTpiOHO BUKOpH-
CTOBYBaTH 3 €()€KTUBHUM KITFOYEeM OBXUHU 128 OiT
i 6ipme. Hndpu B KOXKHOMY HAIIPSIMKY 00OB'SI3KO-
BO MPALIOBaTUMYTh HE3AJIE)KHO OJIMH BiJl OHOTO.

BucHoBok: y po0oTi BiloOpakeHO pe3yabTaTh
JOCIT/DKEHHST KOMIT I0TepHOI Mepexi JIbBIBChKOTO
JIEP’)KABHOTO YHIBEPCUTETY O€3MEeKH >KUTTEMISUTEHOCTI
ckanepoM BpasiuBocti Nessus. CkaHyBaHHS BUSIBHIIO
PSIT BPa3JIMBOCTEH, SIKi MOXKYTh CIIPUYHHHUTH CEpHO3HI
HACTIJIKK, Taki SK BHTIK iH(popMarii, mMoaudikaris
JIaHWX, 3MiHA HAIAINTYBaHHS MEpexXi, a HaWKpUTHY-
Hime — 3ynuHKa (QyHKIIoHyBaHHST Mepexi. OTpumaHi
Pe3yNILTaTH MOXYTh OyTH BUKOPHCTaHI aJIMiHICTpaTo-
poM Oe3rekn Mepexi AJisi YCYHEHHsI BUSIBIICHUX Bpas-
JIMBOCTEH Ta OpraHizallii 3aXucTy Mepexi.
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V.S.Balatska, M.M. Shabatura

EXPLORATION OF COMPUTER NETWORK BY VULNERABILITY
SCANNER NESSUS

For today, computer networks are an integral part of our daily lives. As the analysis shows, the network is ex-
tremely vulnerable, it can serve as a place of information leakage, changes of configuration of settings and modification
of data by the attackers. There are many more threats, and the security of the network requires a great deal of attention
to ensure the security of the network in order to maintain the confidentiality and integrity of the data. Organizations
must regularly assess the vulnerability of the entire network to test the security level and strengthen the network. We
use vulnerability scanners to find weaknesses, which are useful for detecting security vulnerabilities on a case-by-case
basis and across the network as a whole.

The purpose of the work is to explore the computer network for vulnerabilities using the Nessus Professional scanner.

Research Methods — network scanning by Nessus Professional vulnerability scanner.

The Nessus Professional vulnerability scanner from Tenable Network Security, which is freely available, was
used for the research. The Nessus Professional scanner has been found to have better functionality and performance
than other available scanners. The only downside to the scanner is its cost per year, as well as scanning a large number
of hosts on the network at a time (over 100 hosts). After the scanner was successfully installed, carried out it was in-
spected from the moment it was launched to the generation of host test reports. For the work, the Lviv State University
of Life Safety network was tested. In the post-scan report, which is displayed in HTML format, you can see scan details
for each host; the number and nature of vulnerabilities; the error correction dashboard. According to the results of test-
ing, vulnerabilities of low, medium and high levels of hazards were identified, totaling 376. Vulnerabilities were ana-
lyzed based on the obtained results, namely: a brief description and a way to solve the problem.

Keywords: computer network, vulnerability, vulnerability scanner, Nessus Professional, port scanning.
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