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BUKOPUCTAHHS KPUIITOCTETAHOI'PA®IYHOI'O
MIIXOIY JJ151 PO3B’SISBAHHS 3AJTAY 3AXUCTY
TH®OPMALII

VY poboti 00rpyHTOBAHO AOLIIBHICTh 00 ’€JHAHHS B paMKaxX OJHOTO IPOIPaMHOTO pillleHHS KpUOTOrpadiyHuxX i
cTeraHorpadiyHuX IMiAXOAIB 3aXUCTy iH(pOpMAIli Ta po3po0IeHO ABI KPUNTOCTEraHOCHCTEMH JUIsl 3aXUCTy KOH(iaeH-
uiitHoi iH(dopmauii npu nepenayi Il BIAKPUTUMH KaHallaMt 3B’s13Ky. OMNHcaHO NPUHIMI peaji3anii OTOKOBOTO IU(pyY
RC4 Ta 6nokoBoro AES; BukiianeHo cyth creranorpagiuHoro LSB-merony, 3acTocyBaHHs skoro mnepenbdadae mpuxo-
ByBaHHSA iHpopMamii y nrnhpoBuxX 00’ €KTax, TaKk 3BaHUX, KOHTEHHepaxX. Y miif poOOTi y poJIi CTeraHOKOHTEHHEPIB BHKO-
pucrano pactpoBi RGB-300paxenns Ta ayaio-daiimu popmary WAVE. V Bumanky 300pakeHHA-KOHTEHHEpa CTEraHo-
rpadiganit 3axucT Kpunrorpadivao 3akputoi RC4 anmropurMmom iHpOpMarii 3MiHCHEHO TUITXOM BOYIOBYBaHHS i1 y Haii-
MEHIII 3HauyIIi OiTH MCeBIOBUIIAIKOBO 00paHMX mikceliB. Bubip pactpoBoro 300paxkenns ¢popmary RGB 3ymoBieno
THM, IO TaKUi TUIT 300paKeHb CKIATAEThCA 13 HA0OPY MIKCEIiB YePBOHOI, 3€JICHOI Ta CHHBOI CKJIaJJOBHX, L0 B CBOIO
Yepry CTBOPIOE JOCTATHIO HA/UIMIIKOBICTh Ta MOXKJIMBICTh BOYZIOBYBAHHS BEJMKUX 00csATiB iHpopMmalii. BOynoByBaHHs:
sammgpposanoro AES mudpom TekcToBOro moBigjOMIICHHS Y 3BYKOBHH (aiin 31iliCHEHO METOAOM OJIOKOBOTO MPHXO-
ByBaHHs1. [Ipoctorta ctpykrypu WAVE-daiiny nae 3mory 6e3 0coONMMBUX JOAATKOBUX 3yCUIIb peanizyBaTu Oyb-siKi cTe-
raHorpadiuHi METOIM MPUXOBYBaHHS JNaHuX. Ha OCHOBI MoOymOBaHUX KPUNTOCTETaHOTpadivHUX CUCTEM PO3POOIECHO
MPOrpaMHi KOMILIEKCH. 3p0o0JIeHO BUCHOBKH IOJ0 MEPCIEKTUBHOCTI KPUNTOCTEraHOTPaivHOrO IMiAXOAY Ta JOLLIb-
HOCTI MPOBEJICHHS MOAANBIINX NOCIIKEHb y IbOMY HamnpsMKy. [HTerpauist kpunrorpadii i creraHorpadii njae Mox-
JUBICTP MO30YTHCS BPA3IMBUX CTOPIH BIIOMHUX METOJIB 3aXHCTY iH(popMarii Ta po3poduTH eheKTUBHIIII 3 MTO3UIIIH 00-
YHCITIOBAIEHOI CKIIATHOCTI 1 CTIHKOCTI 10 371aMy HOBiI METOIM PO3B’sI3aHHS 3a/1a4 iH(pOpMaIiifHOT Oe3MeKn.

Knrouoei cnosa: creranorpadis; kpunrorpadis; creranokonteinep; mmpp RC4; mmpp AES; LSB-meton; MmeTon
TNICEBIOBUIIAAKOBOT NIEPECTAHOBKH; METO OJIOKOBOTO PHXOBYBaHHSL.

IMutanns 3axucty iHdopmamii Bix He- uuTalbenbHUM QopmaT. Y CBOIO Yepry, CTEraHo-

CaHKIIIOHOBAHOT'O JIOCTYITY B OCTaHHI POKH CTaJIO SIK
HIKOJM akTyanbHuM. [li1st 30epexxeHHs KoHDiIeHITiH-
HocTi iHdopMarii mpyu TepecriIanHi ii BiTKPUTHMUA
KaHaJIaM¥ 3B’ 13Ky TPaUIiHHO BUKOPHCTOBYIOTH JIBa
CHOCcO0M MPOrpaMHOro 3aXUCTy: Kpunrorpadivyai Ta
creraorpadiyni Metoau 3axucty. CyTb KpHUNTO-
rpagiqHOrO 3aXHCTY TMOJISATaE B TOMY, IO iH(Op-
Marlisi 3amuppoOBYETCS IEBHUM AITOPUTMOM B He-

Indopmanis npo aBTOpIB:

rpadiuHui 3aXUCT — e TPUXOBYBAHHSI caMoro (akTy
icHyBaHHs iH(popMaIlii nuIsixoM BOYIOBYBaHHS 1i B
unpoBi 00’ ekTH (KOHTEHHEPH), IO CIIPUUYUHSIE Je-
sIK1 CIIOTBOPEHHS WX 00’ ekTiB. HalimommpeHimmmu
TUIMAMH TaKUX KOHTEHHEPIB € TEKCT, 300pakKeHHS,
ayJio/aHi, BiI€ONOCiIOBHOCTI.

Ha ocHoBi focmimkens [6, 7], 1m0 cToCyrOThCS
BUKOPUCTaHHS TEKCTY, SIK CTEraHOKOHTEHHepa, po-
OMMO BHCHOBOK TIpO Te, IO 300pa)keHHs Ta aymio-
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¢daiinn € eheKTUBHIIIMMH IS peaizaliii cTeraHo-
rpadivyHOro 3aXHCTY, OCKIIBKH XapaKTEPHOK 0CO0-
JIUBICTIO TAKUX KOHTEHHEPIB € 1X HAJIUIIIKOBICTb, IO
Jla€ MOXKJIMBICTh MAaCKyBaTH y HUX JOCTaTHBO BEIU-
Kkuit o0car koHdimeHmiiHol iHbopMarii. Y poboTi
[10] meraibHO OMUCYIOTH TIeH (PaKT.

I xpunrorpadivnmii, i creraHorpadiuamii mia-
XOM MarOTh CBOI TiepeBard i Henomiku. IlepcrekTus-
HUM HampsIMKOM IIPOTPaMHOTO 3aXUCTy iH(hopMmariii €
00’eqHaHHs MeToniB Kpunrorpadii Ta creraHorpadii,
IO JIa€ 3MOTY MiABUILUTH PiBEHb 3aXUCTy iHpOpMarii
Ta pO3pOOHTH OUTBIT e(heKTHBHI HOBI HETPAIMIIIHHI Me-
TOM 3a0e3neucHHs iHpopMaIliiHoi Oe3mexu [1].

[MuTanHs mwono KpunrocreraHorpagivHux cU-
cTeM 3axucTy iHpopmamnii posrismanuce y [8, 11]. Y
X po0OoTax OmHMCaHO mporec BOYMTOBYBaHHS 3a-
mu(poBaHUX MOBIAOMIICHD Y 300payKeHHSI.

Mertoro 11i€l po6oTH € TOOYyBaTH KPHUIITOCTE-
ra"orpadiudi cuCcTeMH 3axUCTy iHpopmarlii. Y poi
CTETAaHOKOHTEMHEPIiB pO3IJsaTUMEMO SIK 300pa-
JKEHHSI, TaK 1 aymiodaiiiu.

Kpurrrocteranorpadianoro Ha3MBaIOTh CHCTEMY
nepeaadi iHGopmalii y BIAKPUTHX KaHaax 3B’ 3Ky, IO
0a3yeTbCsl Ha OJHOYACHOMY BHKOPHCTaHHI KPHIITO-
rpadivHuX i cTeraHorpadiyHuX alrOPUTMIB.

IloGynoBa KpUNTOCTEraHOCHMCTEMH HA OC-
HoBi mmdpy RC4 ta Merony npuxoByBaHHS iH-
¢opmanii y mnceBaoBMNmaakoBo oOpaHux OiTax
rpagiunoro pairy

[epmmii kpox — mudpysanus iHdopmarii 3
BUKOPHUCTaHHAM oTokoBoro mudpy RC4. Leii anro-
PHUTM LIMPOKO 3aCTOCOBYETHCS Y PI3HUX CHCTEMaX 3a-
xucty iHpopmanii (mporokoim SSL, TLS, WEP,
WPA), 1110 TOSICHIOETBCS HOTO BHCOKOIO MIBHIKICTIO
Ta 3MiHHUM PO3MIpOM KIIIOUa.

Ha puc. 1 300paxeno cxemy mugpyBaHHs 110-
BiJJoMJIeHHS anroputMoM RC4.

®

Beenenus TEKCTY Ta KIrova

\

Inimianizamisa S-tadmmn
(Key-Scheduling Algorithm)

¥

-~
T'eHepariis 11ceBaONOCIIIIOBHOCT] Z

(Pseudo-Random Generation
Algorithm)

OTtpuManHHa MIHGPOTEKCTY

Pucynok 1 — Cxema mm¢ppyBaHHS ITOBITOMICHHS
anroputMoM RC4

Anroputm RC4 BuxopuctoBye L-cimiBHUI
xmod K = Ky K;...K;_; 1 Ha HOTO OCHOBI Te€HEPYE
MIOCITITIOBHICTh CIIB Z=217773.... CTaH reHeparopa 3a-
naethes Tabauuero S (BeKTop iHiLiamizamii) i ABoMa
3MIHHAMH | Ta j. Y KOKCH MOMEHT 4acy TaOmauis S
MICTHTh BCi MOJIMBI N-OIiTOBI YWCiIa B IEpeMila-
HoMy Burisiai. OCKUTBKM 3HA4YeHHS KOXKHOTO elie-
MeHTa TabyuIl Hajxexars npoMixky [0, 2™ — 1], To
iX MOJKHa TPaKTyBaTH JABOSKO: a00 AK 4HCIO0, abo 5K
HOMEp 1HIIIOTO eJIeMeHTa B Ta0uwii [5].

Cekpernuii xmou K 3amae mouaTkoBe Iie-
pEeMIITyBaHHS YHCEN B TAOJUII S, IO peaTi3oBy€eThCs
3a JIOTIOMOTOI0 AJITOPHUTMY, SIKUH HAa3WMBAIOTH alro-
putMoMm  kirouoBoro posknany (Key-Scheduling
Algorithm):

j <0, S« (01,...2"-1);

FORi=01....,2"=1D0

j < G+ Si+ Kimoar)mod2",
S] Ld Si;

i «<0,j«<0.

[Ticns mporo reHeparop TOTOBUN IO POOOTH.
I'enepamisi 4YeproBoro BHIAJKOBOTO CIIOBA  Zi
3MIHCHIOETHCS Y TaKHUH CIoCiO:

i « (i+1)mod2™;

j < (+ S;)mod2™;

S] d Si;

t « (S; +S;)mod2™;

Z; < St'

st yactuna anroputmy RC4 Ha3uBaeThCs re-
HEpPaTopoM  TICEBJOBUITAKOBOI  MOCIITOBHOCTI
(Pseudo-Random Generation Algorithm) (puc. 2).

S[il+sh]

Pucynok 2 — Cxemarnune 300paKeHHS TeHepaTopa KITo-
yoBoro notoky RC4 [5]

[ugporpamy (c;), 3riaHo 3 anroputMom RC4,
OTPUMYEMO SK pe3yIbTaT A01aBaHHs 32 MOYJIEM JIBa
TICEBJIOBHITAJIKOBOI IMOCHIIOBHOCTI (Z;) Ta BigKpH-
TOTO TEKCTy (M;):

cg=m; Dz

Posum¢pyBanHs nomnsirae B pereHepaitii KIro-
Y4OBOTO TOTOKY (Z;) Ta JoAaBaHHI Horo Ta mmgpo-
rpamu (c;) 3a Moxyiem aBa. Ha ocHOBI BiacTHUBOCTI
oriepallii ToJlaBaHHs 332 MOJYJIEM JIBa Ha BUXOJI MH
OTPUMAEMO BUXITHHH TEKCT (M;):

m=c¢ @ zz=mD z) & z.

[Micns wmdpyBaHHsS 3MIHCHIOEMO IPHXO-
BYBaHHS JIaHUX Y IICEBJIOBUIIAJKOBO 00paHUX OiTax
pactpoBoro 300paxxeHHs. Y poOoTi 3aiiicHI0EMO BOY-
JIOBYBaHHsS iH(QOpMAIil B KaHaJl CHHBOTO KOJHOPY,
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OCKIITBKH JI0 Ooro MOoAudIiKaIii cucTeMa JItoICEKOro
30py HallMEHIII Yy TJINBA.

Jist peanizariii creraHorpad)iyHOro MeToay oou-
paemo 300paxkenHs gopmary RGB. Baxmupo, 11100
BITHOIICHHS MK 00’eMamu 300paskeHHS Ta iHQOp-
Marii Oyno me Menme 24:1. lle cnpuamHeHO CHeIH-
¢ixoto LSB-metony. ¥ LSB-meronax BOYIOBYBaHHS
TIOBIIOMJICHB 3/IIICHIOETHCS B MOJIO/III HAWMEHIII 3Ha-
gymi 6itr (H3b) daitmy-xonTeiinepa [3].

BOynoByBaHHs y mikceni 300pakeHHs 3ammud-
pPOBaHOTO TOBIAOMJICHHS 3AIHCHIOBATUMEMO  3a
TICEB/IOBUIAIKOBAM TOPSAKOM, IO 3aJIeKUTh Bij
kiroua K (puc. 3). Leit kirou He MiCTUTB TIOCIIIOB-
HOCTI KOOP/IMHAT IiKCEeJIiB 300payKeHHS, TPOTE OJTHO-
3HAYHO BH3HA4ae ixX. J[aHWH METOJ IeTallbHO OIIH-
cano y moHorpadii [3].

3ammdpoBaHe BUINE OMHUCAHUM CIIOCOOOM TIO-
BIZIOMJICHHSI BOYZIOBYEMO B ayIiOKOHTEHHEP METOI0OM
0JI0KOBOTO MpUXOBYBaHHS iH(opmaii. Meton 61oko-
BOTO TPHUXOBYBaHHS TakKoX Hajiexuth a0 LSB-me-
TofiB. BBakaeTncs, mo momommii Oita aymio-iHpop-
Martii, mpeacTaBieHoi B (opmaTax (aiimip O6e3 BTpar
(nampuknan, WAVE), He HeCyTb iCTOTHHX BiIOMOCTEH
PO CHTHAN, TOMY IO IepeOyBaloTh Ha PIBHI IIyMy.
Jlrommaa, Yepe3 OCOONMMBOCTI CITyXOBOi CHCTEMH, HE
3/1aTHA BIMYYTH 3MiHH Y IIUX Oitax [3]. Meron Omoko-
BOI'O TIPHXOBYBaHHA iHpopMalii OyB peaizoBaHHi y
po0oTi [4] ans BUTMaAKy TPUXOBYBAaHHS iHGOpMAITi y
306paeHHi. Moro MoxHa peastisyBaTy i 1ys ay1ioKOH-
TeitHepa.

TlopoxHil KoHTelHep

T'eneparia
TICEBIOBHIIAIKOBOL
MOCITIIOBHOCTI

Kimrou K,

raHNRdQOE
AII9ONII KHHOLEHE,

g5

Ca

H

BH

o g

=R

£8

gs BG6yaoByBaHHA Daiin 3

T TIOBIJTOMJIEHHS B Cexpetri nani CeKpeTHHMH
=7} "
s KOHTeliHep TaHHMH

1L

CTeraHokoHTeHHep

Pucynok 3 — Cxema mporiecy BOyIOBYyBaHHS ITOBITOMIICHb y 300pakeHHs [4]
[ToGynoBa kpunrocreraHocucreMu Ha ocHOBI mm¢ppy AES ta Metony 610K0BOTO
MIPUXOBYBaHHS iHPOpMaIii y 3ByKOBOMY (haiimi

Omnumemo mpotiec MMQPYBaHHs 32 JOTIOMOT OO
mmdppa AES. nsg mmdpyBaHHS BHKOPUCTOBYEMO
KITFOY po3MipoM 128 OiT, SIKUii TpeICTaBUMO Y BUTIISIIL
Marpuni 4x4. Ha mowarky mnporecy mudpyBaHHS,
BXifIHE TIOBIZIOMJIEHHsT po30MBaeMo Ha Onokm (State)
po3mipom 16 GaiiT abo 128 6it. Koxen 0ok, 3rigHo 3
AES-anroputMoM, mu]ppyeThCsl HE3aJIeKHO OWH BiJl
OJTHOTO Y JICKIJIbKa €TaITiB — PayHIiB.

Cxema KpHITOIIEPETBOPSHb BUIIIIIAE TAKMM YH-
HoM. CrodatKy pO3LMIMPIOEMO K04 HIM(pyBaHHSI
(KeyExpansion) mst Toro, o6 MaTH Habip JaHuX it pa-
VHJIOBHX KITFOUIB Ta CYMYEMO PAYHIOBHH KITFOY 3 OCHOB-
HuM (AddRoundKey). [lami peatizoByeMO HacTyIHiI 4o-
THPHU KPOKH. 3aMiHIOeEMO Oaiitu State BianoBijHO 10 Tab-
g 3amid  (SUDBYtES), HUKITYHO 3MINyeEMO DSIIKH
(ShiftRows), micist 4oro 311iHCHIOEMO NIEPECTAHOBKY CTOB-
B (MixColumns) Ta 3HOBY MiICyMOBY€EMO 3 payHIOBHM
xmoueM (AddRoundKey). JlerambHirre 11 KpHIrrorepe-
TBOpPEHHsI orvcaHi y nparix [8, 12, 13]. Lli onepatiii mo-
BTOPIOEMO Y KOXKHOMY 3 JIEB’sITH payHAiB. CxeMarmdyHe
300paKeHHS OJIHOTO payH/y NPECTaBIIeHe Ha puc.4.

State matrix
of besiand
of round

SubBytes

i

ShiftRows

S-box

-
p

>

o

——  MixColumns
\

[ 03 01 o1
)1 02 03 01
)N 01 02 03

03 01 01 M

MixColumns matrix
Round
key

s B
AddRoundKey |
\

State matrix
at end

of round el g

N
Constant inputs Variable input
Pucynok 4 — Cxemarudne 300pakeHHS OJTHOTO 3
ne’siti payuaiB AES-mudpysanns [12]
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3rigHo 3 anroput™MoM Metony, ASCII-koau CHUMBOITIB
MOBIZIOMJICHHS IOJJAEMO Yy BHUIJIAAI BEKTOpa OITIB.
[ocainoBHICTE 3BYKOBHX aMILIITYA (ailiay KOHTEH-
Hepa po30uBaEMo Ha N OJIOKIB, e N — KUTBKICTh OIT
noBigominenHsa. [lpuxoByroum i-wii OIT TOBiIOM-
JIEHHS, BUKOHYEMO Taki mii. B i-omy Oxormi aymio-
(hatima cymyeMo 3a MoayjieM 2 HaMEHII 3HAYYI
OiT ycix #foro emeMeHTiB. OTprMaHy CyMy TOpiB-
HIOEMO 13 3HA4eHHSIM Oita noBimomieHHA. Ko
BOHHM HE JOPIBHIOIOTH OJWH OJHOMY, iHBEPTYEMO
H3b Oynp-skoro, oOpaHoOro BWIIQJAKOBUM YHHOM,
eJeMeHTa OJIOKyY. Y MiJCYMKY OTPUMA€EMO, IO y KOXK-
HOMY OOl ayaio-CurHaiay Oyjae “3aluTo” 1Mo Of-
HoMy OiToBi moBinomieHHs. [lix yac npouexypu Bu-
nO0OyBaHHA OTPUMYEMO iX, TOJAI0YU 32 MOAYJEM 2
H3b ycix enemenris 6mokiB [9].

BnokoBuit meron mpuxoByBaHHs iH(OpMAIii
Ma€ TaKy XK CTIHKICTB [0 CIIOTBOPEHHS, SIK i METOJ
3amian H3B, ockinbku € fioro Moaudikaieto.

BucHoBok. OOMiH iH(pOpMaIli€r0 Yepe3 JIpo-
TOBI Ta O€3IPOTOBI KaHAH 3B’ 3Ky HE € OC3MCYHUM 3
TOYKH 30pYy 30epekeHHs KOH(1ASHITIHHOCTI Ta Iijic-
HocTi ganux. LlimkoM HMOBIpHO, IO B yYaCHUKIB iH-
¢dopmaniiiHoro 0OMiHY MOXXE€ BHHUKHYTH HEO0-
XiHICT TIepecnaTi KOH(DIISHITIITHE MOBIIOMIICHHS,
a 11e moTpedye Po3poOKH Ta BIPOBAHKEHHS 3aXUIIIe-
HOI CHCTeMH. Y CTaTTi PO3MJISIHYTO HiAXid 10 1mo0y-
JIOBH 3aXMIICHOI CUCTEMH OOMIHY 1H(OpMAaIIi€ro Me-
pexero, sikuii 06a3yeThcsl Ha iHTErparii JBOX ajiro-
PUTMIB 3axucTy iH(popMalii: KpunrorpadivHoro Ta
creranorpadiunoro. O HOYaCHE BUKOPUCTAHHS CTO-
COBHO KOH(DIiNEHIIHNX NMaHuX mporenyp mmd-
PYBaHHS Ta IPUXOBYBAHHS AaCTh 3MOTY 3a0€3MEYHTH
MOJIBIHUI PIBEHB 3aXUCTY 1 TAKMM YHHOM OTPHMATH
OLIIBIN HAJiHY cHCTEMY 3B’SI3KY.

VY cratTi onmcaHo nporiec MoOyI0BH ABOX KPHII-
TOCTeraHorpaivHIX CHCTEM: OJIHI€] — Ha OCHOBI IIOTO-
koBoro mudpy RC4 ta MeTomy npuxoByBaHHs iHpOp-
Malrlii y TICeBOBHITAIKOBO 0OpaHUX OiTax 300pa)eHHs,
npyroi — Ha ocHoBI mmgpy AES Ta Metomy 610K0BOTO
MPUXOBYBaHHs iH(poOpMalii y 3BykoBoMy aiimi. Po-
3p0o0JIEHO TPOTrpaMHi KOMITIEKCH, SIKi MOYKHA BHKOPH-
CTaTH JUIA TIepPecHJaHHS KOH(DIACHIIWHNX HaHUX
BIIKDUTHMH KaHAJIAMU 3B’ S3KY.
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N.P. Kukharska, Yu. S. Kordunova, 1.V. Khomych

USING A CRYPTO-STEGANOGRAPHIC APPROACH TO SOLVE
INFORMATION SECURITY PROBLEMS

The paper substantiates the feasibility of integrating as one software solution cryptographic and steganographic ap-
proaches to information security and developed two cryptoseganosystems to protect sensitive information and their trans-
mission through open communication channels. The principle of implementation of RC4 stream cipher and block AES is
described; the essence of the steganographic LSB method, the application of which involves the concealment of information
in digital objects, so-called containers. In this paper, the RGB images and WAVE audio files are used as steganocontainers.
In the case of a container image, the steganographic protection of the cryptographically enclosed RC4 information algorithm
is accomplished by embedding it in the least significant bits of pseudo-randomly selected pixels. The choice of an RGB
bitmap is because this type of image consists of a set of pixels of red, green and blue components, which in turn creates
enough redundancy and the ability to embed large amounts of information. The embedding of an AES encrypted text mes-
sage into an audio file is done by block hiding. The simplicity of the WAVE file structure makes it easy to implement any
steganographic methods of hiding data without much effort. Software complexes have been developed based on crypto-
steganographic systems. The conclusions about the prospects of the crypto-steganographic approach and the feasibility of
further research in this direction have been made. The integration of cryptography and steganography makes it possible to
get rid of the vulnerabilities of the known methods of information protection and to develop new methods of solving infor-
mation security problems from the standpoint of computational complexity and resistance to hacking.

Keywords: steganography; cryptography; steganocontainer; RC4 cipher; AES cipher; LSB method; method of
pseudo-random restructuring, block hiding method.
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