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3.11. Cmawmeescoruii, 0.1, JIozuncexuii, H.€. bypak
(/Tvgigcvruil depocasnuil yHisepcumem Ge3nexu HCummeOiinpHocmi)

BIIPOBA/DKEHHS IOJIITUKH POJIBOBOIO POSMEXYBAHHSIIOCTYILY 10
THOOPMAIINHIX PECYPCIB ¥ CUCTEMYIUCTAHIIMHOTO HABYAHHS

Iposeneso ananiz mMogenel NONITHKY mfbopmauu»mox fe3rexy 9K OfHiel 3 OCHOBHUX CKJIAJ0BHX
cucTeMH 3axucTy iHbopManii. Ha 0cHOBI npoBeieHOro aHai3y BA3HAYEHO HAHGINbII ONTHMAIBHY HOMi-
THKY, OCHOBHOIO (DYHKIIEHO 5K01 € 3axucT iHQopMaliiHIX pecypeis (KypcH HABYANBHHX NPOTpPaM, 0Co-
6ucTi JaHi KOPHCTYBATIB, PEMO3WTAPIif Ta iH.) CHCTeMH JUCTaHNIHOTO HapdanHsa "BipTyansauil yHiBep-
curer” JILBIBCHKOrO JIEPKABHOIO YHIBepCHTeTy Oe3IeKH KHTTENIANEHOCTI. HapeneHo Moziens pojboBoro
PO3MEKYBAHHS IOCTYIy HO L€l HABIANBHOI CHCTEMH, IO Jae 3Mory 3abesnednTn HalexHuil piseds 3a-
xucry indopmanii Big 30BHImMEIX 1 BHEYTPimHAEIX 3arpos.

Knwuosi cnoea: cucTeMa AUcTaHuiiinore nasuanys, "Bipryankeufi yHiRepcHTeT", CEpenoBHiNe
Moodle, nonituxa Ge3uexy, ingopManitianil pecype, mKepena 3arpos.

Berym. Indopmaniiii TexHoOrl K HEBIL'eMHa CKJIAI0Ba CYy9acHOTO CYCILTBCTBA BCe MMOIIe
MPOHUKAIOTH IPAKTHIHO B yci cepH JisIpH0CTI OIMHY. BOIHOYAC JIFOACTBO 3 KOXKHIM POKOM CTajlo
BCe IHTEHCHBHIIIE X BHKOPHCTOBYBaTH. II0BCAKIEHHE 3acToCyBaH s iH(GOPMAiHIX TeXHOIOTH Mae
3HAYHI IIepeBaru: MiIBUINY€Thes eQeKTHBHICTE IPOLECy YIPABNIHHS; 3HAYHO 30UIBITYEThCS MBATKICTE
o6pobenns Ta Nepeiaul MAHKK; OKPAILYEThCs 3axucT iHbopMarii Bif 3moBMuCHEX il 1 T Came
ToMy 3abesnedens Oesmeku He TULKH camol indopmanii, are # 6e3mocepeHE0 IHQOPMANIHHIK TeX-
HOJIOTH € aKTyaTbHOK IPOGIEMOTO, SIKa BUMArae HarabHOrO BUPIIHeHHs.

CrOroJHI BAKKO YABHTH Oyb-skuii ctpykrypruit minpozain MHC Yipaimu 6e3 3actocyBanHa
HOBiTHIX iHGopManiifaux TexHonmorii [4], modnHaroun Bif aBTOMaTH3amil OKpemuX poGOTHX MiCUb
OIEpaTHBHO-THCIIETIEPCHKOT CIIy 0 1 3aKindyroun 100yI0BOI0 KOPIOPATHBHIX PO3NOAUIEHHX iH(O-
puariitarx Mepesx. OCHOBHOIO METOXO Gym;m{e'f cucTeMH 3axucTy iHGOpMAii B CTPYKTYPHIX niupoz««
ninax MHC Vxpainu [9] € CTBOPEHES HaiitHuX yMoB 11 (ﬁyrmmox{ysa}{m 3aoGiranHs Ta JIKBiIamis
JDKEPEt 3arpo3, 3AXKCT 3aKOHHMX HTEPEeCiB NPAIiBHIKIB BiJ| IPOTHIIPABHIX HOCKI2Hb 3JIOBMHCHHKIB,
HEJIONMYIIEH S PO3rONOMIEH s, BIPATH, BUTOKY, CIIOTBOPEHHS Ta 3HUIICHHA cny>1c601301 1H(bopmanu
OfHaK, PO3BUTOK IH(OPMAIIIHHIX CHCTEM, TX YCKIAIHEHHS, B3a€MHA iHTerpatis Ta BiKpUTICT pu3-
BOJISITE JI0 IIOSBH HOBHX JUKEPEII 3arP03, 3pOCTAHHS KUTBKOCTI 37I0BMHUCHUKIB, KOTPi MAlOTh NOTEHIIHHY
MOATBICTS 3/iACHWTH BB Ha Hel [7]. \

3po3yMino, o Ais yermimHoi poboTy cydacHnx imdopmanifeux cucTeM moTpibmi daxieui 3
iHopMAai#HOT Ge3meKH, SKi BMIIO KOPUIYBaTHMYTh pOGOTY IIPOTPaMHOTO Ta TEXHIYHOro 3a0e3neyeH-
w1, 3HauHe Micle Y TiAroToBIi (axipuis JaHol ranysi 3Hans [3] HOKIAIEHO HA CHCTEMY THCTaHIIHHO-
ro Hapuanus "BipTyansauit yHiBepcuTer" JIBBIBCHKOTO IEPKABHOTO YHIBEPCHTETY Ge3MeKy JKUTTENis-
meHocti (JIITY BXKIT), cTBopenoi na Gasi cepenosuria Moodle. YMoBoro 3a6e3nedeHns HaniifHOro 3a-
xucry inbopManil y il cuctemi € po3pobieHHs Ta BIPOBADKEHHS HOMTHKH iH(opMartiiinoi Gesnexn.
3a Tl BiCYTHOCTI MOMKYTh BAHWKATH IIPOTHIPABHI il 3TOBMHCHHKIB MO0 KypCiB HABYATLHUX IIPO-
I'DAM 3araiioM, TaK i KOXHOTO 3 KOPUCTYBauiB (BUKIIA[aY, KyPCaHT/CTyIeHT, 4l JOHKT) 30Kpema [1].

Mera cTaTTi — IPOBECTH aHAi3 BiNOMUX NONITHK iHdopMmariiinoi Gesmexy, AKi MOKYTH
BUKOPHCTOBYBATHCA B CHCTEMI AMCTaHmiftHoro Hasdauus "Bipryansauil ynisepcurer” JIIY BT,
HABECTH MOJIEb POILOBOr0 PO3MEKYBAHHES JOCTYILY 10 iHGOopManifiHuX pecypcis niel cucTemu.

1. Xapaxrepucruxa moJiTHKH Ge3nexkn cydacHnx indopmaniiinnx pecypeis

IlizroToska (axismis i3 3axucry iHdopmallii Ha CHOroJHI B CUTy crelu(pika BHKOHYBAHHX
pobiT i BEDINIYyBaHWX 3aBJaHb BUMArac O3HAMOMIICHHS Ta BHBUYCHHA METOJONOriH mofymosu cuc-
temu 3axucty indopmanii (C3I), cupsmosanoi Ha 3axucT KOHGINCHIIARNX NAaHAX NOTEHIIHHO He-
Besmeanux 00'ekTiB, 06 eKTiB mifBHINEeHO! HeOesnekw, xiMiuno HeGesneunux o0’€KTIB Ta IHIIMX
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BaXIMBHUX JIEPKABHUX YCTAHOB, M0 MIiCTSTH a60 MOXKYTh MICTHTH Jep)KaBHY TAEMHHIO. B 3B'3Ky
3 UM JECTAHIIMHEN TOCTYI JO JIEKIIHHAX MarepiaiiB i HaBYaTbHUX MpOrpaM y CHCTeMi JHCTaH-
mifigoro mapyauag "Bipryamsuuii yaisepcurer” JIIY BX]I mae 6yt obMmexenuM. Perymosanad
noctymom 1o indopManifHux pecypciB Mae 3MiHCHIOBATHCS Ha OCHOBI BHOODY 1 IOTITHKY Oe3NeKH.

ITig noaimuxoio besnexu posymiTumemo HaGip HOPM, TIPaBWI 1 MPaKTHYHUX NpHHOMIB, AKi
PEryJIOOTE IPOIEC YIIPaBIIHHS HiHHO0 iHGopMatiero, 1T 3axuct 1 po3nonin [8]. Bona 3abe3nedye
saxucT indopManiiHux akTHBIB opramizanil; Ge3nepebiliny Ta cTabinbHy AISUIBHICTH OpraHizamii;
MiniMym pusnkis iHMopMariitnoi Ge3nexy; CTBOPEHHS II03UTHBHAX 1HPOpMAaIiiHIX BiTHOCHH Op-
ragisanii 3 mapTHepaMu, KJIIEHTAMU Ta BCepeiuHi Hel.

OCHOBHHM 3aBJAHHAM IIOJITUKH OE3IIEeKH € 3axucT indopManifiiux akTHBIB BiJ 30BHINIHIX 1
BHYTDIIIHIX HABMHCHHX | HEHaBMMCHHX Kepen 3arpo3. HagBHICTE TOMITUKHE Oe3lexy CydacHHX
indopmaniiiaux pecypcis Ta i GOpPMaTBEHOTO OMHCY y BUIVILAI BiAIIOBINHOI MOZJeNi 3a yMOBH [I0-
TpUMaHHS 1HQOPMAIIHHOIO CHCTEMOIO BCTAHOBJICHUX IPaBHI Ta 00MEXKEHB Ja€ 3MOrY IePEBIPHTH
il BiNOBIMHICTE BH3HAUEHOMY KpHTEpilo edexTHBHOCTI. B HamoMy Bumaaky e Oe3moceperHbo
CTOCYETHCS CHCTEMHE JUCTaHMiitHOTO HaB9aHHs "BipTyanpHUl yHIBEpCHTET .

[Monsrrs nomtuku Gesnexn indopManiinmx pecypcis TOPIBHAHO 13 MOHATTIM HECAHKIIO-
HOBAHOTO JOCTYIy 10 iHbopMarii € mmprmam, [Toitika Gesnexy onepye MOHSTTAMH J03BOJIECHHX 1
HE03BOJNICHHK NOCTYNIB 10 indopMamiduux pecypciB. Bukonanns nonitiku Oesnexu 3abesnedye
HeoOXinHi, a iHKoIH 1 focTaTHi yMoBH Oesnexy indopManiiiHol CHCTEMH.

V cygacHiil Teopil 3axucTy indopmanii posrisaacThes Taka noniTuka 6esmnexyu iHpopMaii-
HUX pECYPCIB: HUCKpeTHA (pO3MeKyBanbHA); MaH/aTHa (6aratopiBHEBa); POILOBOIO PO3MEXYBaH-
Hs JIOCTYIIB; i30J60BAHOTO HPOrpaMHOrO cepenoBuina; Oes3nexkn iHGopMarifiHUX TOTOKIB Ta iH.
Po3risHEMO KOXKHY 3 HUX JeTATBHIIIE.

Huckpemna nonimuxa 6esnexy (3a IHITAME TepeKailaMH — PO3MEXKYBaIbHa) 6a3yeTecs Ha
IWCKPETHOMY YIIpaBiiHHI HOCTyIoM Jo indopMmanifiaux pecypci. Bora nmepenbagae, mo npapa
IOCTyny cyb'eKTiB 10 KOKHOTO OKpeMoro o6'exra indopMamiiHol CHCTEMH MOXYTh OYTH HOBLIBHO
o0MeXeHI Ha OCHOBI JIEAKOTO 30BHIIIHLOIO NPaBHIIA JOCTYIY IO CHCTeMH. TaKoX I ITONITHKA BH-
Marae ineHTHdIKOBaHOCTI BeiX cy0'ekTiB 1 00'¢xTiB iHdopManiiinol cucTeMn.

HenonixoM 1€l OMITHKY € CTATHIHICTH IIPABUJI PO3MEKYBAHHA JOCTYILY, SKi HE BPaXOBYIOTh
IHMHAMIKY 3MiHE cTaHy indopmariisol cucremu. Takox min wac goctymy cyb'exta no ob'exra irdo-
pMAaIiifHol CUCTEMH INOpasy Ciliji BU3HAYATH [IpaBa JOCTyIy 10 indopManiffHux pecypceis i aHamizy-
BATH IXHil BIUMB Ha Ge3MEKy CHCTEMH 3arajioM, o pobuts il Mennt npo3oporo. [ indopmariiinaux
CHCTEM 3 JIMCKPETHOIO HOMTHKOI Oesrmekn 3amada nepeBipky 6e3rnexkn € arOpUTMIYHO HEepO3B'sa3-
Hot0. [IpUTyieH s, Mo cucTeMa, B SKiif peaii3oBaHo qUCKpeniiiHy momiTuKy Ge3MeKH, € 3aXHINEHO0
Y 3aJIaHOMY CTaHi, CJIiJ JOBOMUTH AV KOXKHOI KOHKPETHOI CHCTEMH 1 JIsl KOJKHOTO 1i CTaHy.

Manoamna nonimuxa 6esnexu (3a iHIIUMHE TIepeKIafaMyi — HOPMATHBHA, IIPAMYCcOBa, abo
GaraTopisaeBa) 0asyeThes Ha MaHAATHOMY YIpaBiiHHI moctynom no indopmarifiaux pecypcis
(poc. — MaHaTHOE, HOPMATHBHOE, TOTHOMOYHOE, TIPHHY AUTENBHOE YIIPABICHAE HOCTYIIOM, aHIL. ~
mandatory access control). Lls nonituka nepenbadae BUKOHAHHS TAKHX YMOB: BH3HAUEHICTH PEIIiT-
ku xoHbineHnifinocT iHgopManii; HagaHHs KOXKHOMY 00'€KTY CHCTEMH HEBHOTO piBHA KoH(izeH-
MIHHOCTI, sKuil BU3HAYAE [IHHICTE 1H(bOPMATT, 10 MICTHTHCS B IHOMY 00'€KTI; 33M0BOJIEHHS BUMOT
inenTudikosanocti Beix cy6'ekTiB Ta 06'ekTiB cucTemu. ['0OBHE 3aBAHHS MaHAATHOI IOTITHKH
Gesnexu mossrac y 3anobiranni Butoky indopmaiii Big 06'€kTiB, IO MAOTh BHCOKHH PiBEHb JIOC-
TYIy, 10 06'€KTIB 13 HU3EKUM PiBHEM JOCTYILY.

Ha cporoami salilommupeHimuM ONMCOM MaHIAaTHOI NMOMITHKH Oe3nexw € Monens bemma-
}Iaﬂaﬂynam [5, c. 61-65], 3rigmo 3 AKor0 cy0'eKT 3MOXKe OTPHMATH JOCTYIL A0 iHdopmanii aume 3a
YMOBH, [I0 MATHME Ha Ie NOCTaTHI NOBHOBaXEHHS, 1 Oyme-sxuii cy6'exT (oxpiM agMinicrparopa,

1 Mopnens Bemna-Jlallamyna — MOZeNb KOHTPOJIO T4 YIPABIiHHA JOCTYIIOM J0 indopManiiinax pecypcis, axa 6asyers-
s HA MAHIATHil MoJei, ipoTe y Hili aBANIZYIOTHCS YMOBH, MPH SKUX HEMOXJINBE CTBOPEHHA iHQOPMAiHHUX NIOTOKIB
Big cyG'exrin 3 Ginbin BHCOKUM PiBHEM HOCTYITY JO Cy6'exTiB 3 BIKUIM piBHEM HOCTYITY.
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SKOMY HaJaHO [TOBHOBAKEHHS BCTAHOBIIOBATH PiBHI KoH(inenniltHocTi 06'€KTiB) y jKOAHOMY pasi
He 3MOKe 3/iICHHTH ITepeHeceH s JannX i3 00'ekTa 3 BUIIMM piBHeM KOHGiEHNIHHOCTI B 00'€KTH
HIKYHEX iepapxiugnx pisris., OTKe, I1 MOZEID 3abe3nedye KOH(ineHi#HICTs JOCTYIY 10 iadop-
MarifiHuEX pecypeis, a iHopmaniitai cuctemu, nobynoBani Ha Hilf, € 6inbm HaXiHHKMY, HIK CHC-
TeMH, CTBOPEH] Ha OCHOBI TUCKPETHO! MONITHKHA Ge3MeKH.

HenomikaMy MasaarHol ToMTHKE Ge3neKkd € BUCOKI BUMOTH [0 00YHCIIOBAIBHUX PECYPCiB
i crTamHicTh MpaKTHYIHOT peatizanii Takoi CHCTEMH.

Honimuka ponbogozo posmesicysanns docmyny Ga3yeThes Ha JIMCKPETHIA NOMITHI be3rexu
Ta € i yIOCKOHATEHHM BapiaHToM. 3TiIHO 3 Hi€l0 MONITHKOK TpaBa NOCTyMy CyO'eKTiB indopma-
1iiHOT CHCTeMH GOPMYIOTBCS 3TiMHO 3 IXHIMA MOBHOBaXEHHAME # 060B'a3kamu (possvu). Lt mo-
JiTHKA BiZpi3HAETHCA Bil IHIIMX HOJTITHK CBOEK THYYKICTIO. If aKTHBHO BUKOPHCTOBYIOTH ¥ Mepe-
JEBUX OIEpAIiifHUX CHCTEMaX, BEJMKHUX CHCTEMax YNpaBiiHHs 6azami [NaHWX, /I BCTAHOBJICHO
UiTKi MOBHOBAXCHHS # OGOB'S3KH aIMiHICTpaTOpiB i KopucTyBadiB iH(popManiiinoi cucremn. Ha
OCHOBI i€l MONITHKY 9acTO Peai3yroTh 1HINI HONITHKH, 30KpeMa # MaHIaTHy.

ITonimuka i301b06aH020 NPOSPAMHO20 cepedosuuja Bi3HaIac Ge3Neyunnit mopAIOK B3aeMOo-
i cy6lextis indopmaniitaol cucTemu, SKuil yHEMOXKIIMBIIIOE HOABY HOBUX Cy0'eKTiB i ixHiH BIIMB
Ha CHCTeMy 3axucTy indopmarii gepes HeGesneuny mopudikaniio ui koudirypanito ii mapamerpis.
3riHo 3 €0 MOMITHKOIO BCI MHOKMHA iH(OpMariiaux moTOKIB y iHdopManifinili cucTemi momi-
JETHCS Ha Bl IiAMHOMKHHY, MO He NEPEeTHHAIOTHCS, — IOTOKH HECAHKIiOHOBAHOIO JOCTYILY i mo-
TOKH JIErabHOTO JOCTYITY. 110TOKM HECAHKI[IOHOBAHOrO JOCTYIY HifmaraioTs Ginsrpamii. Takui
posmoin indopManifinuX MoToKis i ix ¢inerparis Mae 3xificHroBaTHCs nepHEM cy6'exTom iHbOp-
MaififiHOT CHCTEMH, KU OTPUMaB Ha3By MOHITOp Ge3mexy 06'eKTiB.

Ionimuxa Gesnexu inghopmayiiinux nomoxie susnadae Ge3nedHui NOPIIOK B3aeMonil 0b'ex-
1iB indopManiitaoi cuctemu y camiit cietemi. g moniTHKa MONATAE B PONOMiNI MHOXKIHY iH(OPMa-
ifHUX TOTOKIB y CHCTeMi Ha [Bi IIIMHOXWHM, [0 He HepeTHHaroThcs (bamannx i nebaxanux), 1
VHEMOMUTHBIIOE TIOSBY B indopmantiitaii cucremi He Oaxarux iHGOpMANiiHIX TIOTOKIB [2, ¢. 66-68].

Omxe, crcTeMa mHcTaHNifiHOro HasuanHs "Bipryansuuii yriBepcurer” JIIY BXJL nepen-
fauae yIpaBliHHs BeTUMKAMM Gasamy naHux (IHAMBILyarbHI JaHi KOPHCTYBadiB, HAaBYANBHI IPO-
rpamu, JeKIiini Ta nabopaTopHi MaTepiaiH, permo3HTapiil TOMmO) Ta HaJaHHS JOCTYIy 1O MEBHOI
indopManii pisHHIM KaTeropisM KOpHCTyBauiB (IleJarorignuil CKiajl, KypCaHTH/CTyIEHTH, Al TOHK-
i), TIpoBefienuit BAMIe OIS/ TONITHKY Ge3neKy, SKHil MOXe 3aCTOCOBYBATHCA 0 Pi3HuX iHdOp-
ManifiHUX CHCTEM, TI0Ka3aB, 0 HaWONTAMATHHIIIOK UL JAHOTO HABYAJIBHOIO CEPENOBHINA € MO~
JITHKA PONBOBOTO PO3MENKYBAHHS JOCTYITY 10 iHpOpManiiiHuX pecypciB.

2. Mojens poinoBOro PO3MeKyBAHHS JOCTYIY 10 indopManiiinux pecypcis cHcreMH
Aucranniiinoro napganus "'Bipryaneauil yuisepcurter”

OCHOBHHMY eJIeMEHTaMH MOJIETl pOJBOBOro posmexyBanus moctymy (PPJ) mo imdopma-
HilfHIX pecypeis CHCTeMH uCTaHiiitHoro HaByanus "BipTyansanit yaisepcurer” JIITY BAL e

— U={u.i=Ln} — MHOXMHA KODHCTYBa4iB CHCTEMU:@ [EeJaroridHmii ciiag, KypCaHTH
/ecrynenTH, an’OHKTY Ta iH.;

— R={r,i=Ln} — yroxuna poneil cucTeMu: manager — aJMiHICTpaTOp; course creator —
aBTOp Kypcy; teacher — Buxiamad; non-editing teacher — puxiamas Ges mpasa

penarypanms; student — KypcanTH/CTyNeHTH; guest — BinBixysay; authenticated user —
aBTOPH30BaHHI KOPUCTYBAY T4 1H.;

—~ P={p,i=l,m} — mHOXHHA TIpaB HOCTYIy 40 O6'€KTiB CHCTEeMH: HABYANBHI KypCH,
HayKoBHH peno3utapiif, ocobucti faHi KOPHCTYBAYiB Ta iH.;

— S8={s,i=1n} — MHOXHUHA ceanciB pobOTH KOPUCTYBAUiB CHCTEMH, CTATHCTHKA POOOTH
KOPHCTYBadiB;

— PA:R—2° — (QyHKIiA, sxa BH3HAYAE Ui KOXHOI pOJi CHCTEMH MHOMHHY IIpaB
[OCTYILY; TIPH HBOMY JUI KOXKHOro p € P icuye r € R taka, mo p € PA(r);
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— UA:U —2% — Qyukiiis, gxa BH3HaYae I KOXKHOTO KODHCTYBa4a CHCTEMH MHOXHHY
poieti, Ha gKi BiH MOXe€ aBTOPU3YBATHCS,

— user:S—U — pyHKIis, sKa BA3HAYAE UL KOXKHOTO CEAHCY BiAMOBIIHOTO KOPHCTyBaYa
CHCTEMH, BiJl iMeH] SKOTO BiH aKTHBOBAHUIY;

— roles: § —2" — pyEKuig, fka BE3HAYAE [UI KOPACTYBaya CHCTEMH MHOXHHY pOJiEH, Ha
Aki BiH aBTOpH3OBaHW B LIHOMY CEaHCi; IPH IBOMY B KOXEH MOMEHT Hacy T i
KOYKHOTO ceancy S €S mae BukOHyBaTucs yMoBa roles(s) < UA(user(s)) . IIpuHIAITIOBO
MOJKYTH iCHYBATH POJIi CHCTEMH, Ha K1 HE aBTOPH30BaHUH JKOICH KOPUCTYBAT.

YV mopeni PPJI no imdopmaniitaux pecypcis mepenbadaerses, mo Muoxumu U, R, P i
dyuxnii PA, UA me 3MIHIOIOTHCA 3 d9acoM. MHOXMHA ponell, Ha SKi aBTOPH3YETHCS KOPHCTyBady
BIPOJIOBIK OJHOTO ceaHcy poboTH, MomudikyeThes caMmuM KoprucTyBadeMm. Y moneni PPJI BincyThi
MeXaHi3MH, SKi [JaloTh 3MOIY OJHOMY CEaHCy aKTHBi3yBaTd iHmmil ceasc, To6TO yci ceancu
MOKYTh aKTHBI3YBATHCS TiTHKHA KOPACTYBAUEM.

JIlns  3alesnedenns Bigmosimpocti peanbHuM iHGopMamiMHMM  CHCTEMaM, KOXCH
KOPHCTYBa4, AKHX 3aiiMac IeBHE IOJNOXKEHHS B CiyxGoBilt iepapxil cucreMu IMCTaHIIHHOTO Ha-
puanHs "BipTyanbHuil ymiBepcurer”, Ha MHOXHHI ponell peanizyeThca iepapXidHa CTPYKTypa
TOCTYITY J0 iHbOpManifHUX pecypcis.

Iepapxieio poneii y moneni PP]] HasuBaTuMeMO 3aJaHe Ha MHOXKHHI ponell R BigHOIEHHS
9aCTKOBOrO Topamky "<", sKe Mae BIACcTUBOCTI pedIEKCHBHOCTI, AHTHCHMETPHYHOCTI Ta
TpaH3uTHBHOCTI. [1pH 1I5OMY BHKOHYETBCS yMOBA A

uel ,axmo r,r'e RreUA(u) ir'<r, 10 r'eUA(u).

Ile o3mauae, MO Pa3oM 3 W€K POJUTO KOPUCTYBad Mae OYTH aBTOPH30BAaHUH Ha yci poui B i1
HIDKYHK PiBHSIX iepapxil.

IHIDUM BAXKIIMBHEM MeXaHizMoM peanizanii monerni PPI no indopmaniiiaux pecypei cHcTeMH
IuCTaHIiipore Hasuauns "Bipryansuuit yHiBepcuTer' € OOMEXeHHsS, IO HAKIAJaloThCd HA
MHOXKHHY polielf, Ha gKi MOXe aBTOpM3YBATHCS KOpHCTYBad abo Ha #Ki BIH aBTOPU3YETHCH
BIIPOIOBXK ONHOTO ceancy. Y mopeni PPJ] MoxyTh 3anaBatacs 0OMeXEHHsS CTATHYHOIO B3aEMHOIO
BUKIIIOYEHHS poJiel abo npaB AOCTYILY, AKIIO BUKOHYIOThCS TakKi yMOBH:

R=RU..UR, ne RNR, =D mna l<i<j<n;
IUA(u)ﬂRi}SI s uel, i=1,n;
P=RU..UR, ne LO\P, =0 mal<i<j<m;
|PAGNE|<1 s pel,i=Lm,

TO6TO MHOXHHA POJIEH 1 MHOMMHA MIPaB [OCTYIY PO3LULTIOTHCS HA IIAMHOXUHE, INO HE
nepeTHHAIOTECS. [IpH oMY KOMEH KOPHCTYBAY MOXKE BOJNOAITH He Oimblue, HIX OJHICIO OO 3
KOMHOT TIi/IMHOXHHHE pONel, a KOKHa PoJib — He OLiblne, HDX OJHHM IIPABOM JOCTYHY 3 KOXKHOI
IiIMHOKXUHH IIPaB A0CTYILY.

V moneni PPJ] no imdopManiiinux pecypeis MOXKYTH 3a/aBaTuCs OOMEKEHHs JHHAMITHOTO
B33aEMHOTO BHKIIFOUEHHS POJIEH, SKIMO BUKOHYIOTBCS TaKl YMOBHU:

R=RU..UR, me RNR, =D ma 1<i<j<n;
}rales(s)ﬂRi[SI wis seS, i=Ln,

TOOTO MHOXKHHA DPOJIEH pO3LIIAETHCS HA MiIMHOXKHHE, INO HE NEPeTHHAOThCS. [Ipu mpoMy B
KO’KHOMY CeaHCi KOpHCTYBad MOYKe BONOHAITH He Oinblme, HiX OJHIEI0 POLIO 3 KOXHOI
1 MHOXHTHH POJEi.
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YV mozeni PPJI MOXKYTh 3a[aBaTHCS CTaTH4HI KitpkicHI 0OMeKeHHS HA BOJOMIHHS POJUIO
a60 paBoM JOCTYITY, SIKIIO BE3HAYEHO 1B dysroii:

a:R—> N, p:P—N,

T4 BUKOHYIOTHCS JB1 YMOBH:

<a(r) ma reR;
|P4™(p)|< p(p) ams peP,

ne N, — MHOXWHA HATypaIbHHUX YHCEN 3 HyIEM. To6To, ms xoxkHoi poni PPIL y cuctemi pucran-

HifiHoro HaBuanHs "BipTyanbHuil yHIBEpCHTET' MOKe BCTAHOBIIIOBATH MaKCHMAIbHA KiTBKICTE
KOpHCTYBadiB, ski OyAyrb B Hilf aBTOpU30BaHi, a JUIL KOXKHOrO Impasa JOCTYIy MOXe
BCTAHOBIIOBATHCS MaKCUMAJIbHA KUIBKICTE ponen K 6y,r_cyT5 HUMH BOJIOJITH.

VYV mopen PP/l Moxe 3amaBaTHCsS nuHAMiYHe KibKicHe oOMeXEHHS Ha BOJIOAIHHS POJUIO,
AKINO BU3HAYeHA QYHKIIIA:

y:R— N,
i BUKOHYETECS TaKa yMOBa:
}rofes“i (r)l <y(r) mareR,

10670 fUIs 6y 1b-5K01 PO BCTAHOBIIOETHCS MAKCHMANIbHA KITBKICTh Ceancis poOoTH KOpPHCTYBadiB,
SIKi MOJCYTh OZHOYACHO HA HUX aBTOPU3YBATHCA.

VY mopem PPZI Y cucTeMi NECTAHIUHHOTO HapuaHHs "BipryansHuil yHiBepcHTET" MOXYThH
3a7ABATHCS CTATHYHI OOMEXeHHs HeoOXiIHOro BOJNOMIHHA PO abo MpaBoM JOCTYIy, AKIHO
BU3HAYEHO [B1 QyHKIIL:

a:R-—2%, B:P—2°
i BUKOHYIOTBCS TAKI YMOBH:

g uel sxmo r,r'e R,reUA(u) i r'ea(r), o r'e UA(u);
wis re R, sxmo p,p'eR,pe PA(r) i p'e B(p), 10 p'e PA(r),

TO0OTO U1 KOXKHOL po;qi s Toro, moG B HiMl 3Mir aBTOPH3YBATHCA KOPUCTYBad, MOXKYTh
BH3HAYATHCS pom Ha AKi KOPHCTYBaY TAKOK M€ aBTOPU3YBATHCA.

V momeni PPJI Moxe 3amaBarucs AUHaMidHe oOMEKeHHS HeoOXiHOro BOJOMIHHS POILIIO,
AKINO BusHageHa QyHKiisa

7:R—2"
i BUKOHYETBCS Taka yMOBa:
i se S, axmo r e R,r eroles(s) i r'e y(r), To r'eroles(s),

ToBTO U KOXKHOT pofii Juit Toro, mob B Hilf 3MII aBTOPHU30BaTHCA KOPHCTYBad B NEAKOMY ceaHci
po6oTH, MOXYTh BU3HAYATHCA PO, HA AKi KOPHCTYBAY TAKOXK MA€ aBTOPU3YBATHCA B IEOMY ceaHci
[5, c. 88-91].

Saramsaa cxema moneli PPIL o indopManiiinux pecypciB CHCTEMH TUCTAHIIHHOTO HABYaH-
ua "Bipryansauit yriBepcuTeT" 300paena Ha puc. 1.
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Puc. 1. Cxema mooeni PPJ] do inopmayitinux pecypcie cucmemu OUCMAanyitinozo
nasuanns "Bipmyanvnuti ynigepcumem"

PiBni nocTyiny, siki BAKOPHCTOBYIOTBCS Y CHCTeMI JucTaHIiifHoro HaBdaHHs "Bipryansauit
yHiBepcHTET":
— Manager (agMiHiCTpaTop) — BOJOJi€ HAHBUIUM PiBHEM JIOCTYIIY;
— Course creator (aBTOp Kypcy) — MO CTBOPIOBATH KyPCH Ta IPU3HAYATY BUKIIAIAUIB ¥ HHAX;
— Teacher (Buxianay) — Moe pobuTH OyIb-sKi 3MIHH ¥ CBOEMY Kypci;
— Non-editing teacher (Buxnanau 6e3 npasa pegaryBaHHs) — He MOXe poOHTH 3MiH ¥ Kypei,
a JIMIIE CTABHTH OIIHKH,
—~ Student (KypcaHTH/CTYIEHTH) — CIyXad Kypcy, SKMH MOKE BHKOHYBATH 3aBIaHHSI,
HPOXOJUTH KypC, TECTYBATHCS B HHOMY 1 T.1I.;
— Guest (BigBigyBay) — Mae oOMeKeHHH JOCTYII, MOYKE JIHIIE TIePerafaTy JedKi eNeMeHTH
KypcCy 3a HasBHOCTI B HEOMY JOCTYITY JUIsl FOCTEH;
— Authenticated user — yci apTOpH30BaHi KOPHCTYBadI.
[Ipu3HaYeHHIM IPaB KOKHOTO 3 KOPHCTYBaYiB CHCTEMHU JHCTaHIIHHOTO HaBdaHHs "Biprya-
JTBHUH yHIBepcHTeT" 3afiMaeThes aaMinicTparop (manager), OJIHAK BUKIANad y CBOEMY Kypei MOXe
TpH3HAUHNTH cobi criBBUKIanaya [6].
OTxe, MOJielth POTBOBOTO PO3MEKYBAHHS JOCTYILY A€ 3MOTY YiTKO BCTAHOBHUTH PIBHi JOC-
TYIy KOKHOTO KOPHCTYBada CHCTeMH 10 Tiel 4M inmoi indopmanii, o BMIINEHa y HaBYAIEHUX
[pOorpaMax, pero3uTapii Ta iH., IPOBOAUTH CTATHCTHKY ceanciB pobora xopucTyBaya. HiTKo BCTa-
HOBJIEHI piBHI HocTymy o imdopManifiuux pecypci 3anobiraloTs HisM 3TOBMHCHHKIB, CIIPSMOBa-
HHM Ha 3MiHy BracTHBOCTeH iHbopMaIii — NiTicHOCTI, JOCTYIIHOCTI, KOH(INeHIIHHOCTL
BucHoBku:
1. IpoBeneno anani3 CyJacHUX MOMTHK iHdopmMamniiizoi 6e3nmexu 1ig 3a0e3eueH s 3aXUcTy
indopmanii y crctemi mucTaHniiinoro napuanns "Bipryamsaui yaiepcuter” JIssiscsroro JYBXKI.
2. AIanTOBaHO MOJIENh POILOBOIO PO3MEKYBAHHS NOCTYIY 0 iHdopManifiaux pecypciB y
cHCTEMY NHCTaHuifinoro HaB4auHs "Bipryansnuil yaisepcurer”, IO Jae 3MOry 3a0e3leduTd Ha-
NEXHAH 3axucT HasBHOI indopMarii BiJ 30BHINIHIX 1 BHYTPIIIHIX 3arpo3.
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3.11. Cmawescvruil, O.1 JTozunceruii, H.3. bypax

BHEJIPEHUE NOJUTHKHN POJEBOI'O PASIPAHUYEHUE
JOCTVILY K UHOOPMAIIMOHHBIM PECYPCAM
B CUCTEMY JUCTAHIIMOHHOT'O OBYYEHNA

IposeneH anamu3 Moeseil CYIIeCTBYIOMMX TOMHTHK HHQOpManuoHHOH 6€3011acCHOCTH KaK
ONIHOW W3 OCHOBHBIX COCTABJSIIOINMX CHCTEMBI 3amMTH MH(opManuyu. Ha ocHOBE mpoBeneHHOTO
aHan{3a ompeziesieHa Hauboiee ONTHMAaNbHAS MOJUTHKA, OCHOBHOH (yHKUHeH KoTOpoH sBIsgercs
3amuTa WHQOPMAIHOHHGIX PeCYpcoB (Kypcsl yueOHBIX TPOTpaMM, JHYHEIC NaHHEBIC I0JIB30BaTE-
JIell, perno3uTapuil B Ip.) CHCTEMBI AUCTAHIMOHHON yueOnl "Bupryansaeiil yaueepcuter” JIbBoB-
CKOTO TOCYAapCTBEHHOTO YHHBEpCHTeTa 0e30macHOCTH KH3HenesTenbHocTH. [IpuBenena Monens
POJIEBOTO PasrpaHHYeHUs AOCTYIA K 3TOH yueOGHOM cHucTeMe, KoTopas JaeT BO3MOKHOCTE obecre-
YUTh HAIICKATIHH YPOBEHB 3aIIATH HEGOPMAIUH 0T BHEIIHUX U BHYTPEHHHX yIpo3.

Kniouessie cnosa: cucrema nucTaHnuoHHOH yuebnl, "BupTyansHel yHHBEpCHTET', cpela
Moodle, nommtuxa 6e3omacHoCcTH, HHGOPMAIIMOHHBIN pecypc, HCTOYHUKH yIpos.

Z.P. Stashevkyi, O.1. Lozynskyi, N.E. Burak

IMPLEMENTATION OF POLICY OF ROLE DIFFERENTIATION OF ACCESS
TO INFORMATION RESOURCES IN DISTANCE EDUCATION SYSTEM

Existing models of information security policy as one of the main components of information
security were analysed. Based on the analysis determined the optimal policy, whose main function is fo
protect information resources (courses training programs, personal user data repository, etc.) in distance
education system "Virtual university" Lviv State University of Vital Activity Safety. Represents an
effective model of role differentiation of access to this training system that helps ensure the proper level
of information security against external and internal threats.

Key words: distance education system, "Virtual university", environment of Moodle, policy
of safety, information resource, threat’s sources.
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