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IT THREATS TO NATIONAL SECURITY:
DESCRIPTION, CLASSIFIFCATION AND PROBLEMS

This article deals with the main threats to national security in field of information and com-
munications technologies, their classification and challenges they present. Some threats that set a
wide range of potential IT problems have been analysed. Also, the definitions of main notions in
field of national security, national vital infrastructures and cyber-threats were provided. Besides, the
prior work directions that depend on challenges have been defined. Such methods as analysis, syn-
thesis and conclusion were applied in the article.
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M. IHlunakoecka

IH(I)OPMAHIUFIHO-KOMYHIKAHIFIHI TEXHOJIOTI'Ti
3AT'PO3H HAIIIOHAJIBHIN BE3NEI] — OIJISI, KJIACU®IKAIIS, TPOBJIEMHU

VY naHiil cTaTTi po3rNIAAal0ThCS OCHOBHI 3arpo3M HaIliOHaNbHIN Oe3meni B cdepi iHpopma-
[IHHO-KOMYHIKAI[IHHUX TEXHOJOTIH_, X Kiacudikallis i BUKIHKH,IKI BOHU CTAaHOBJATH. byno mpo-
aHAJI30BaHO KUTbKAa TAKMX 3arpo3,siKi MPEACTaBISIOTh MIUPOKUNA CHEKTP MOTEHIIMHUX MpoOiIeM y
cdepi IT, a Takox Oyino HaBejeHO BU3HAUYAHHS OCHOBHHUX IMOHSATH B cdepi iHpopmarliiiHoi Oe3mnekHu,
Jep>kaBHUX 00’€KTIB )KHUTTe3a0€3MeUeHHs, a TakokK B cdepi kibep3zarpos. Kpim toro, Oymno Bu3Ha-
YEeHO MPIOPUTETHI HAPSIMU poOOTH B 3AJIEKHOCTI Bil BUKIKKIB. HacTymHi TeopeTnyHi Mmetoau Oy-
JIY 3aCTOCOBaHI i1 9ac poOOTH HAJl CTATTEIO: aHAJi3,CHHTE3, BACHOBOK.

Knwouoei crosa: lnpopmaniitHo-koMyHiKalliiiHi TeXHOJOT11, iH(opMaliiiHa 6e3meka, Kidep-
3arpo3a, Kioep3JI0UrH.

In the sphere of the security, the technological revolution imposes the necessity of the
faster, more versatile and more complex reaction to the current events. Among the vast variety
of the threats to the national security more and more often there are real risks related to the area of
the information and communications technology — including the risk of operations and activities
aimed at: disorganization of the key information systems (of both the public institutions and private
sector) directly affecting the national security system, as well as operations associated with the da-
tabase penetration and performing disinformation activities.

The sphere of the information security of the country and — as follows — risks are pri-
marily in the group of economic risks (destruction of disruption of the information network), how-
ever, taking into consideration the rapid growth of the technological development, in a broader
sense, it would seem appropriate to separate said category. Information security threats may have
a negative impact on all of the spheres of the activities performed by the country- civil and military-
and, particularly, in the context of a critical infrastructure which serves as the base of each country’s
operations (interrelated systems of communication, transport, energy networks et cetera). It is as-
sumed that the degree of this kind of threat is directly proportional to the degree of technical and
technological advancement of the nation, and, respectively, the degree of the dependence of its op-
erating to the information flow in the area of the country's information economy (i.e. business, so-
cial, political, economic areas.) Information security threats are perceived as horizontal- they
apply to the data storage media, as well as to the systems of their preparation, aggregation, pro-
cessing, storing and transmitting. Disruption of those systems- isolation from the information- may
not only paralyze them, but also prevent the access to the devices which provide the control over
conventional means of protection and defense of the state (including combat assets).
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In accordance with the definition provided by the United Nations in 2000, computer crimes
in the narrow sense are the illegal activities performed in a form of an electronic operation,
targeted against the safety of computer systems, or processed by those data systems. In the broader
sense (offences related to computers), however, they are defined as illegal activities committed on
computer systems or networks, or with the use of them. The Council of Europe (2001) defines them
as targeted against the confidentiality, integrity and availability of digital data (the crimes related to
CIA - Confidentiality, Integrity, Availability); classic, committed with the use of a computer; of
content, related to the content of the network’s elements; and linked to, inter alias, infringements of
copyright and related rights.

The general classification of the ICT threats includes:

a) risks resulting from human activities:

— purposeful (cybercriminals, cyberterrorists, as well as “non-virtual” offenders, for instance

the stealth or damage of devices,),

— inadvertent (untrained staff),

b) risks resulting from the natural environment (e.g. natural disasters causing power cuts,)
c) risks not directly related to human activity (failure of systems, software bugs, power failures,)
d) hybrid risks (a combination of human and software errors)

An example of the hybrid risk is- with the tragic result- the programming error in the Patriot
Muissiles, which took the life of 28 American soldiers. In February 1991, an Iragi Scud hit the barracks
in Dhahran, Saudi Arabia. The reason for the failure of its former interception was a software bug in the
system clock of the computer. Patriot batteries’ combat duty lasted more than 100 hours without a
break, which caused the system clock to steadily increase the wrong timing, which, at the scheduled
time of the shot, was already 1/3 second miscalculated which, in turn, led to the faulty calculation of
the position of as much as 687 meters. The Scud missiles were correctly detected by the radar
installation, and computers managed to define their trajectory and speed, but due to the wrong time
calculation they failed at predicting the targeted place of the destruction of the rocket. At the time
defined by the system, the target was not on the position in which it should have been according to the
faulty outcome, as a result of which the computer defined the wrong calculations- it deleted the data
concerning the target from the system, which caused a failed attempt to intercept the missile that
eventually hit the barracks. The undermentioned chart presents the effect of the mistake.

The effects of the error

(chart 1):
Difference .
Seconds . Errorsin
Hours | Seconds calculated (error) in sec- meters
onds
0 0 0 0 0
1 3600 3599,9966 0,0034 7
8 28800 28799,9725 0,0275 55
20 72000 71999,9313 0,0687 137
48 172800 172799,8352 0,1648 330
72 259200 259199,7528 0,2472 494
100 360000 359999,6667 0,3333 687

Source: GAO Reports, www.wikipedia.com

An example of a purposeful human activity are, above all, digital tools, called also digital
combat assets. The role and nature of cyber-attacks is the most accurately described by Jaap de
Hoop Scheffer, the Secretary General of NATO: Cyber-attacks do not require the use of a single
soldier or violation of boundaries, but can paralyze the country. Interruption of energy supplies
can disrupt social and economic functions of the state in a manner reminiscent of the effects of the
war. Without firing a single shot.
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A cyberattack may also take a form of the use of tools and information resources (com-
puters, systems and ICT networks, and other means of storing or transferring data and infor-
mation.), an aim of which are devices, systems and ICT networks. Hacking into systems and
computer networks through the software or hardware to their destruction, modification or manipu-
lation of the data, information and the functionality of the system as such or the network as a whole
or parts would be an abovementioned attack. The attack may also include physical destruction of
components caused by manipulation or modification of the software. Among the specifically cyber
threats are: cybersurveillance, cybercrime, cyberterrorism and cyberwarfare. Cybersurveillance is the
tighter control through ICT tools, to which sufficient are the appropriately constructed interception
tools that allow, e.g., to control the content of the conversation in the real time (for instance the US
PRISM program). The common ground for all kinds of ICT crimes in the cyberspace is a mass scale
and unlimited range. Currently, the cybercrimes are becoming the core activity of the growing num-
ber of organized criminal groups (i.e. Yakuza.) The growth of the amount of cybercrimes is a result of
numerous components, inter alias, compatibility the increasing number of remote systems, the access
to remotely cheap devices and software, the establishment of the common standards for devices and
software, the availability of the tools that simplify the illegal activities. The ICT threats determined
the new meaning of the term information war, defined by Ivan K. Goldberg as: a defensive or offen-
sive use of information and information systems, and computer networks to disrupt or destroy enemy
information networks, its computer networks and databases. As mentioned before, information
threats understood in such way affect every sphere and area of country’s activities.

In the world of a new era the information is not only a product, but also a strategic and fundamen-
tal element of functionality in every aspect- the lack of consciousness or (what is worse) ignoring the
threats may lead to the worst scenario coming true, the scenario not predicted by any security strategy.
Exploited by the government or authorities, the systems and ICT networks as well as, strategic from the
point of view of national security, business entities serve as the stock of critical ICT infrastructure of
the country (e.g. operators' telecommunications networks, communication and information systems pro-
cessing classified information, banking systems, SCADA systems, administration systems performing
services for citizens, information systems important for the functioning of government, etc.). Taking as a
criterion the subject information in relation to the critical infrastructure, composed of such components:
communications, healthcare, rescue systems, transport, information services, energy sector, raw materials,
water supply and sewage systems, service organizations, and protection of the state and public policy, fi-
nance and banking sector, food distribution systems, etc., it is possible to determine the general classifica-
tion of the risk, including particularly: interfering with air traffic control, operation of telephone commu-
nications, disturbances and changes in the level of pressure in the pipelines, manipulating recipes in phar-
maceutical production lines, identity theft, manipulation or damage to equipment used in rescue and hos-
pitals, access to critical data (damage or change), sabotage of the data financial markets, manipulation of
information that may result in a reduction in the area of foreign investments.

It shall be not disputed that the information safety of the country is the core of its correct
operating, and the threats to information will always result in a substantial effect. Modern security
threats in this area determine the specific challenges and objectives to be taken: the first strate-
gic aim is to ensure the safe conditions to accomplish the national interest through the protect-
ing them from each external critical threats and warfare threats. Those aims include, most im-
portantly: defense against armed aggression - in particular to ensure the inviolability of borders of
land, airspace and sea. Participation in cooperative defense - in the case of participating in interna-
tional alliances and the development of environmentally safe state by expanding the military partner-
ship with other countries (especially neighboring countries). A support for international institutions
and organizations in responding to the crisis and in stabilizing operations (both political and military).

The best example would be NATO which, by starting a new type of the political-military ac-
tivity in the 90’s of the XX century and by expanding beyond the area of the contemporary activity,
became the leading Euro-Atlantic structure which has an enormous impact on the preserving the
global security. In relation to the upcoming threats and challenges that awaits the Alliance, it is
aware that the tasks that it will have to accomplish cannot be accomplished independently, but only
with the cooperation with other international organizations, both governmental and non-
governmental [Kulczycki, 2010, p.389]. [4]
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The key challenges of the new security environment (that is cyberspace) are especially those
associated with the legal regulation of the principles of protection and establishing areas of responsibility
to protect cyberspace- in particular within the area of critical information infrastructure, ensuring coherent
security policy. The development of mechanisms of cooperation in the field of cyber protection shall also
apply to part of the critical IT infrastructures that are under the control of both the public administration
and private sector, with which the country should establish the scope, methods of cooperation and area of
responsibility. Another challenge in terms of ensuring security in cyberspace is to implement prevention
solutions, "development of early warning systems against attacks and special protection of key IT systems
combined with exercises that make it possible to assess the resistance of this infrastructure to cyber attacks
". It is also necessary to develop in this area a plan for the use of the system of open communication in a
crisis situation and to create backup solutions that would allow to take over the tasks previously performed
by critical infrastructure if the unavailability of basic systems occurs (for example — according to officially
unconfirmed information - a parallel ICT infrastructure is being built in the United States.) Of a considera-
ble importance is also a high level of awareness of as many users as possible, the training of professionals
from the IT security branch and clerical staff.

The response of the state to the opportunities, challenges and threats in cyberspace shall be
first and foremost the proper construction of the whole security system- starting from the legal sys-
tem (including, for instance, regulation of the matter of response to a cyber-attack), through the activities
related to the organization of institutions responsible and dedicated to securing national critical ICT infra-
structure and to the infrastructure of other countries, but also neuralgic from the point of view of connec-
tivity and communication at the national level, and to educational activities for the public. Furthermore,
the stricte technical activities in the field of the possibilities to ensure the protection of the national in-
formation security shall concentrate on the national solutions in the field of cryptology, cryptography and
on the ability to provide the relative technological sovereignty. It should be noted that it would also be of
a significant importance to create the architecture of a system for the whole country on the basis of na-
tional solutions, which would be an integration platform for modular solutions to specific sectors.

It is worth mentioning that the current, most potential threat to the IT systems are digital at-
tacks, which occur through the use of the adequate tools in order to attack and achieve the desired
effect (e.g. espionage, theft, destruction of data or systems.) Among the basic tools are, primarily,
programs designed to perform an attack: computer viruses (all the kinds and types), bugs et cetera.
The aims and methods of cyberattacks may vary: from the propaganda, to an attempt to impose the
ransom, to permanent damage or destruction of critical infrastructure; they may also serve as the
source of acquiring information, to spread misinformation or perform as technological intelligence.

It should be noted that the possibility to ensure the absolute security to the nation practically
does not exist (taking into consideration, for instance, the risk of the occurrence of prosaic defects
or human errors), therefore it is assumed that the correct solution is its creating through the risk
analysis which should ensure the proportional degree of safety. However, the base of all activities
is the organization of possibly the most comprehensive system for national IT security, including
the abovementioned crucial aspects.
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