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MOJEJI NIABAIMIEHHS EGEKTUBHOCTI TA HAJIMHOCTI
BJIOKOBUX HINPPIB

3a pe3yibTaTaMM aHalli3y 0COOJIMBOCTEH Ta XapaKTEPUCTUK BITOMHUX OJOKOBHUX U(PIB 3a-
MIPOTIOHOBAHO MO/IEN1 MIABUIIECHHS iX €()EKTUBHOCTI Ta HAIIHHOCTI HA OCHOB1 CTATUYHOTO Ta JUHA-
MIYHOTO BKJIIOYEHHSI MacKyrouuX CUMBOJIIB. OOIpyHTOBAHO MIBUIIEHHS €()EKTUBHOCTI Ta HaAll-
HOCTI 0JIOKOBUX IK(DPIB.

Knrouoegi cnosa: monenp, 6mokoBuil mugp, eheKTUBHICTh, HAAIMHICTD, MACKYIOUHI CUMBOJI

A.A. Hznamoeuu, H. A. Ilasuu

MOJEJIM HOBBILWEHUSA D@PEKTUBHOCTU N HAAE KHOCTHU
BJIOYHbIX HIUPDPPOB

[To pesynpraTam aHanmu3a oCOOEHHOCTEH M XapaKTEPUCTHK M3BECTHBIX OJOUYHBIX MIH(POB
MIPEAJIOKEHBI MOJICTTU TTOBBIICHHUS UX (PPEKTUBHOCTH ¥ HAJSKHOCTH Ha OCHOBE CTATHYECKOTO U
JTUHAMHAYECKOTO BKIIIOUCHUSI MAaCKHUPYIOMNX CUMBOJIOB. OO0OCHOBAaHHO TOBBIIIEHUE d(HPEKTUBHOC-
TH U HaJICKHOCTH OJIOYHBIX MHU(POB.

Knrouegvle cnoea: monens, 6ounblil mmdp, 3GHEKTUBHOCTD, HAZEKHOCTh, MACKUP YIOIITUI
CHUMBOJI

A. A. Ignatovich, N. Ya. Pavich

MODES FOR IMPROVING EFFICIENCY AND RELIABILITY
OF BLOCK CIPHERS

This research work proposes models of efficiency and reliability increasing of the certain
block ciphers. The proposed models are based on the basis of static and dynamic inclusion of mask-
ing symbols. Also the analysis of effectiveness of the certain block codes is done. Increasing of
block ciphers’ strength and effectiveness is justified.

Key words: model, block cipher, efficiency, reliability, masking symbol

Beryn. Ha cyuacHomy etamni po3BUTKy Kpuntorpadii eeKTUBHICTb Ta HaJIMHICTh UPIB €
OJIHMMHU 13 OCHOBHUX NoKa3HUKIB. [udpysanns ta nemmdpysBanHs iHdopmanii HallyacTiiie BU-
KOHYIOTHCS 13 BUKOPHUCTAHHIM OOUUCITIOBAIBHOI TEXHIKH, IO CYTTEBO PO3IIMPIOE iX (YHKIIIOHATb-
H1 MOJMBocTl. HeoOX1HO TakoK 3aBKJM BpPaxOBYBAaTH, L0 MIHU(PPOBAHUN TEKCT MOKE OTPUMATH
3JIOBMHCHHK 1 Oy/le BHKOPUCTOBYBATH 3aCO0M 00UMCITIOBAIBHOT TeXHIKU. EQeKTUBHICTh KpUNITOCH-
cTeMH (aIroput™M mu@pyBaHHs Ta AemupyBaHHs, a00 MHU(p) BU3HAYAETHCA TPYAOMICTKICTIO 1
yacoM, SIKMH 3aTpadyaeTbcs Ha MHUQppyBaHHsS Ta AemupyBaHHs NoBiaoMieHHs. HaniliHicTh Kpu-
TOCUCTEMH BU3HAYAETHCS YAacOM, SKUI 3JI0BMUCHUK 3aTPaTUTh JUISl TOTO 100 PO3KPUTU ITOPUTM
mudpyBaHHs Ta AemindpyBaHHd 1 3HAUTH KiIt0d mndpy. O4eBUAHO, 10 ONTUMAaJIbHI €(EKTUBHICTD
1 HaA1HICTh 3a0€3MeYnTH OJTHOYACHO TPYIHO — IJeaIbHUX KdpiB He icHye. HeobxigHo 3Haxoau-
T KOMIIPOMICHI PILLIEHHS Ta BpaXxyBaTH, 1[0 YaCTO € KOHKPETHI CUTYallil, K1 JUKTYIOTh [1€BHI BU-
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MOTH 70 kpuntocuctemu. Hampukmnan, Oip>koBa iHGopMaIliis nepectae OyTH TAEMHOIO Yepe3 mapy
NIECSITKIB XBWIMH, ajle MycUThb OyTu 3amu¢poBaHa 1 nepejjaHa 3a JideHl ceKyHau. A iHoAl iH)op-
Mallisl HOBUHHA 30epiratucs JeCSITHIITTIMU, 3aT€ HEMa€e BUMOT JI0 HIBUAKOCTI U (PPyBaHHS.

Orusp JgitepatypHux JukepeJi. biokoBi mugpu MaroTh J1aBHIO 1CTOPit0 3acTocyBaHHs. Jlo
KJIJACUYHUX OJIOKOBUX MIM(PIB MokHa BingHecTH mudp Xiwia [1,2] ta mudp Bikenepa [3]. Ll mwm-
(GpH BIJHOCATDH 10 PYYHHUX 1 IM IPUMHUCYIOTH 0arato HeIOJIKIB: NPUMITHBHI, Hee()EKETUBHI, py4HI.
XapakTepucTuku 010koBUX mHUGpPIiB qociaimkyBanu Binomuit BueHui Knon Illennon [4] ta BiTum3-
HsaH1 BUeHl [5,6]. udp «mepexa Delictens» — 11e CydacHUNA KOMIT IOTEpHUN M dp, HOro mepena-
T'U Ta HEJOJIKH BioMi [5,6]. AHaui3 TiTepaTypHUX JHKEpeN MoKasye, mo (PyHKI[IOHATBHI MOYKJIMBO-
cTl OnokoBux mudpiB He BUYepnaHi. JJoCHIIKEHHS CTOCOBHO MiABUIIEHHS €(EKTUBHOCTI Ta Ha-
JiHOCT1 6J10KOBUX MIU(PIB € 0OTPYHTOBAHUMU Ta JOLUILHUMU.

IlocTanoBka 3agaui npocaigxenns. [locaigutu ocoOIMBOCTI Ta XapaKTEPUCTUKHU BIJOMHX
0JI0KOBUX MU(DPIB Ta 3aMPONOHYBATHA MO/IENI MIABUIIIEHHS iX €)EKTUBHOCTI Ta HAIHHOCTI

OcHOBHI pe3yJIbTaTH J10CJIiIZKEHHS

Posrisinemo GiokoBi mugpu 3 TOUKH 30py eheKTUBHOCTI Ta HaAliHOCTL. Jlo 0J10KOBUX Bi-
HOCSITHCS TakKl WU(GPH, B SIKUX 32 OJUH Nepio]] MUPpYyBaHHS NIEPETBOPIOETHCS MEBHA KUIbKICTh CH-
MBOJIIB B 010Ky — k. Jlo HailOu1b1I nmommpeHux 6J10KoBUX MUQpPIB BiiHOCATH mudpu Xuwia ta Bi-
xenepa [1-3,5,6], Tomy AOCHipKeHHS 30cepekeHi came Ha nux mudpax. [ludpysanus ta pos-
mudpyBaHHs iHPOpMaLlii MOKHA NMOAATH TAKUMU MPOLEAypaMu.

Ci=A * Bi —npoueaypa mudpysanss iHpopmarii, e C; - MaTpULISI-CTOBITYHK i-TOr0 0J10-
Ky WHU(GPOBaHOTO TEKCTY; A — MaTpULS-KIIOY JUisl mu@pyBaHHS iHopmanii; B; — mMaTpuLs-
CTOBITUUK -TOTO OJIOKY BIIKPUTOIO TEKCTY;

Bi=A"* C; — npouenypa posmmdpysanus indopmarii, e B; — MATPHIA-CTOBIUNK i-TOTO
0JIOKY BIJIKDUTOTO TEKCTY; At - oOepHEHa MaTpULA-KIIOY Ui po3mudpyBanns iHbopmarnii; C; -
MaTPHUIISA-CTOBITYUK i-TOTO OJIOKY MIH(PPOBAHOTO TEKCTY.

Kirouem st mmdpy Xisuia € Matpuls, sika MpeCTaBiIsIETbCs CII0BOM, UM JJOBUILHUM HaOOpOM
OykB. Jlns mmdpyBaHHS MOXKE BHUKOPHCTOBYBATHCS 4MCIIOBa KBajparHa matpuis (3x3, 4x4, 5xS5,
6x06,...). Marpuiis NOBUHHA MaTu 0OEpHEHY MaTpHIIIO, 11100 Oys1a MOKIIMBA Oneparlis po3uppyBaHHsL.

Binomuii cnioci6 mmdpyBanus iHdopmaii Biokenepa [3,5,6] Ha ocHOBI nosiangaBiTHUX TIe-
perBopeHb enemeHTiB Binkputoro tekcry (BT). Cyrs nporo cnoco0y mossrae B 3aMiHl KOXKHOTO
enementa BT Ha enemenT mudposanoro tekcery (IT) 3rigHo 3 OykBOIO Kit04a, IpUYOMY JUISL KO-
KHOT OYKBM KItoua € BIANOBiTHUN andasir 3aminu enemeHTiB BT. SIkmo goBkuHa Kirodya MeHIIa
3a noBxuHy BT, To KIT1t04 MOBTOPIOETHCS CTUIBKU pa3iB, o0 Bech MmacuB BT MaB meBHUI eJeMeHT
KJIF04a JUIsl IEPETBOPEHHSL.

Hemoikom 1mipo0ro cocoOy s mudpyBanHs iHGopMarlii € Te, M0 MPU BETUKUX 00cATax
BT moxHa 3Haxonutu noBropeHHs B LT, ski OyayTs po3TaloByBaTUCh Ha BIIATISAX KPaTHUX JIO-
BXKHHI KJItoya k.

Croci6 muppyBaHHs Ha OCHOBI MG py X1juia — NoJIIrpaMHuid OJI0KOBHI mKdp MiACTaHOB-
KM, 3aCHOBAaHUH Ha JHIIHIN anreoOpi. Llei crocid mudpyBaHHs JaBaB MOKIIUBICTh 3alIM(PPOBYBATH
OUIBII HDK TPU CUMBOJIM 32 0JuH UK. 11100 po3mudpyBatu noBinoMiIeHHs, HEOOXITHO 3BEPHYTH
mUGPOTEKCT HAa3aJ y BEKTOP 1 IOTIM IPOCTO MOMHOKUTU Ha 0OEpHEHY MaTPUIIIO KITI0Ya.

Heo0xinHo oOroBoputy AesKi CKIAIHOILII, MOB'A3aHl 3 BUOOpoM Mmu(ppyBaibHOI MaTpHUILIL.
He Bci maTpuii Maroth 06epHeny. Matpuus Oyne Matu 06epHEHy B TOMY 1 TUIBKH B TOMY BUIIQJKY,
KOJIM 11 IETepMIHAHT HE OPIBHIOE HYJIIO 1 HE MAa€ CIUIBHUX JUIBHUKIB 3 OCHOBOIO MOAYJs. Takum
YUHOM, SIKIII0 MM IPALIIOEMO 3 OCHOBOIO MOJYJIS 26, TO I€TEPMIHAHT MOBUHEH OYTH HEHYIbOBHUM 1
He aumTHCs Ha 2 1 13. SIKio AeTepMiHAaHT MaTpHUILll JOPIBHIOE HYJIIO a00 Mae CIUIbHI AUIBHUKU 3
OCHOBOIO MOJYJISl, TO TaKa MaTPHIIsl HE MOKE€ BUKOPUCTOBYBATHUCS B mn(pl X1ia, 1 MOBUHHA OyTH
oOpaHa iHIIa MaTpuld (B IHUIOMY BUINAAKY MH(POTEKCT Oy/ie HEMOXKIUBO po3mudpyBaTH). Tum
HE MEHIII, MaTpHlLIl, K1 33J0BOJIbHAIOTh BUILIEHABEJACHUM YMOBAM, ICHYIOTh B IOCTaTKYy.
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[udpysanns. s KoxkHOT OYKBU JIAaTUHCHKOTO andaBiTy € BiinoBigHe iif uncno : A=0,B=1,
..y Z =25. briok 3 n OyKB NpPEJCTABIIAETHCS K N-MIPHUN BEKTOP 1 MHOXKHUTBHCS N X N MaTPULIO T10
MOAYJIIO 26 (SIKIIIO BUKOPUCTOBYETHCS UUCIIO OLIbIIE 26, TO MOKHA BUKOPUCTOBYBATH IHIILY YHCIIO-
BY CXeMY 1 J00aBUTH PO3AUIOBI 3HaKU.) MaTpuus € kitoueM mudpy. Matpuis noBuHHa MaTH 00e-
pHEHY MaTpHIIO, 00 Oyra MOXKIIMBA MPOIEAypa pO3MU(PpyBaHHS.
B HacTynmHuX mpuKIIagax BUKOPUCTOBYIOTHCS JIATUHCHKI OYKBU Bia A 110 Z, BINMOBiAHI IM 9u-
CJIOB1 3HAYEHHS HaBeIEcH] B TaOINILI.

AB/CIDIEIFIGH|[IJ KILIMNIO/PIQR ST UVWX|Y|Z
Ol 213456 1(7 891011 (12 13 |14 |15 |16 |17 |18 |19 |20 21 22 23 24 25

Posrnsinemo mpomniec 3ammdpyBanss cioa 'BCD' 3 gomomororo kmoua (GYBNQKURP y
OyKBEHOMY 300pakeH1) 1 BIAMOBITHOMY YHCIOBOMY 300pa)keH1 y BUTJISA1 MAaTPHUIll po3MipoM 3x3:

6 24 1
13 16 10
20 17 15

Ockinbku OykBi 'B' Binmosigae uncio 1, 'C' — 2, 'D' — 3, T0o moBIZOMJICHHSI MOKHA TIPE]I-
CTaBUTH SIK MATPHITIO CTOBIEIb (200 BEKTOD):

B npomy Bunajky 3amu@poBaHuil BEKTop OyJe:

6 24 1 1 57 5
13 16 10 o2 - 75 = 23
20 17 15 3 99 21 (mod 206)

mo Biamosimae mudpoBanomy tekcty 'FXV’. Mu Oaummo, mo koxHa OykBa T 3minwmmacs.
Mudp Ximna gocarnys nudysii no lenHony, 1 n-po3mipauil mudp Xiuia Moxe T0CIrHyTH 1udy-
311 n CHMBOJTIB 3a pa3s.

PosmugpyBanns. [ns toro, mo6u po3umundpyBaTy NOBIOMIIEHHS, HEOOX1IHO MEPETBOPUTH
CUMBOJIM IIM(POBAHOTO TEKCTy y BEKTOP M MNEPEMHOXKUTH Ha OOEpHEHYy MAaTpHIIO KIoua
(IFKVIVVMI y GykBeHomy 300pakeHi). (ICHyroTh cTaHaapTHI METOIu OOYHMCIIEHHS 00EpHEHHUX
MaTpHllb, SKI IIUPOKO BUKOPUCTOBYIOTHCS Y MaTpUUYHOMY uncieHH1.) OOepHeHa MaTpHIsl B HAIIO-
My NpuKiIaai oyne

&8 5 10
21 8 21
21 12 10

SIKII0 IEpEMHOKUTH MAaTPULO KoY Ha MaTpulo ctoBmuukK T - orpumaem

s s 10 5 365 |
21 8 21 3 = | 730 - 2
21 12 10 21 549 3 (mod 26)

Bicnux JIJY B2KJ] Nel 1, 2015 103



Pe3ynbTyroua MaTpuisl CTOBIYHMK JIa€ MOXJIMBICTH BIAHOBUTH CHUMBOJIM BIIKPUTOIO TEKCTY
'BCD'.

B HOBOMY cnoco6i mugpyBanHs iHPopMarii [7] BUKOPUCTOBYIOThCS MACKYIOUl CUMBOJIH, SIKi
BCTAHOBJIIOIOTHCS CE€pell CUMBOJIIB BiIKpuTOro Tekety (BT), mo yckianHioe npoueaypy po3mi3Ha-
BaHHa BT npu nepebopi MOXIMBHUX BapiaHTIB UGPIB 1 mepedopi KIoUIB A KOKHOTO mudpa ta
MIPUBOJUTH JI0 MIABUIIIEHHS KPUITOCTIHKOCTI.

[TocraBnena 3agada BUPINIYETHCA THM, IO B 3alPONOHOBAHOMY crioco01 mudpyBaHHs 1H-
dopmanii mpu SKOMY BUKOHYIOTH MOAUT CcUMBOJIB Biakpuroro tekcty (BT) nHa Onoku
10 U CUMBOJIB y OJIOKY, SIKI YTBOPIOIOTH MATpPHUIIIO CTOBUHUK, a KJIIOY YTBOPIOIOTh 3 M~ KUIBKOCTI
CHUMBOJIIB, SIK1 3aITUCYIOTh SIK KBaJpaTHA MAaTpulsd pxp 1 cumBoia mudposanoro texcty (LIT) do-
PMYIOTh B IPOIIEC] IEPEMHOKEHHS MOOJOKOBO MAaTPHUILl CTOBIYMKA 1 KBAaJIPaTHOI MaTpHIll KiIr04a
mupyBaHHs, K1 HONEPEIHHO MEPETBOPIOIOTH Y BIANOBIAHI YKCIa IO MOAYJIIO N, /1€ N — KUIbKICTh
cumBouliB BT, nemmdpyBanns mudpoBaHOro TeKCTy BUKOHYIOTH oAu1oM cuMBoJiB LT Ha Gioku
(o p cuMBOIIIB y OJIOKY) 1 HEPEMHOXKEHHSI MaTpPHULIl CTOBIYMKA 1 KBaJApaTHOI MAaTpHIll KIo4a Je-
mupyBaHHs, SKI IEPETBOPIOIOTH Y BIANOBIIHI YKCIAa MO MOIYIIO M, JI€ N — KUIbKICTh CHMBOJIIB
BT, 3rigHo BuHaxoay, nepea MHOKEHHSM Ha MaTPULIIO, KIII0Y MU(PYBAaHHS Y BIIKPUTHI TEKCT Ie-
pen 1 micis KoKHOro cuMBoity BT BCTaBisitOTh J101aTKOB1 MAacKykO41 CUMBOJIM, IPUYOMY MacKyroui
CHUMBOJIM Ha KO>KHOMY KPOIIl BCTABJIIHHS BU3HAYalOThCS HaMEHIIO YaCTOTOIO BKUBAHHS I[bOTO
CHUMBOJIy (3 BpaXyHKOM BCTaBJIEHUX MAacKyHOUHWX CHMBOJIB) y BIAKPUTOMY TEKCT1 3 MAacKyIOUHUMH
CHUMBOJIaMH, a MpH Jemu(pyBaHHI BUIYy4alOTh MAacKyl4dl CHMBOJIM B TaKOMY HOPSJIKY, K BOHU
BCTaBJISUIMCS Mepe] MHOKEHHSM Ha MaTPULIIO KJIIOY HIN(ppyBaHHS.

BceranoBnenns nepen npoueayporo mudpyBaHHs nepe KOKHUM CUMBOJIOM 1 HICHST KOXKHO-
ro cumBoity BT nonatkoBux MackyrouuMX CHUMBOJIIB, IPUYOMY IPH JTOBXKUHI ONOKY mudpyBaH-
HS L HEOOX1/IHO BCTABJIATU TaKy KUIbKICTh MacKylO4HX CUMBOJIB (nepen 1 micast cumBoiy BT) 1mo-
0u B KOXHHM OJ0K mH(pyBaHHs NOTpaIuisiB Xoya Ou oauH cuMmBoi BT. Xoua 1ig BuMora He € Kpu-
TUYHOIO /I BUKOHAHHS, 3aHAJATO 0araTo MacKylOUYUX CHMBOJIIB BCTABJIATH HEIOLLIBHO OCKUIBKU
JOCSATHEHHS pe3y/bTaTy MoKe OyTH MpH HE3HAYHOMY 30UIbLIEHHI KUIBKOCTI CUMBOJIIB IIM(pOBa-
Horo tekctry (IT). JlogaTkoBi Mackyrodi CUMBOJIM BUOMPAIOTHCS KEPOBAHUM F'€HEPATOPOM BHIMa/I-
KOBHX YMCEJ TAKUM YMHOM 100U cTaTUCTHUHUM aHaii3 BT 10 BCTaBisHHA 1 MMicis BCTaBJISHHS Ma-
CKYIOUMX CHMBOJIIB 3MIHIOBAaBCSl B CTOPOHY PIBHOMIPHOT YaCTOTH BXKUBaHHS CUMBOJIB. ['eHepaTop
BUIIAJIKOBUX YHCEJl Ha KOXKHOMY KpOILll BCTaBJISIHHS CHUMBOJY BUOHMpa€e TakKUil CUMBOJ, SIKMH Mae
HalMEHIly 4acTOTY BXKMBaHHS CUMBOJIIB. | 11 yacToTa B)KMBAaHHS CUMBOJIIB BU3HAYA€THCS HA KOXK-
HOMY KpOIIl 1 3 KOXKHUM KPOKOM 4YacTOTHa XapakTepuctuka BT 3 mMackyouumu cUMBOJaMH CTa€
BCE OUTBIII PIBHOMIPHOIO, III0 YHEMOIKJIMBIIIOE OTPUMAHHS OJHO3HAYHOTO PE3YNIbTATY MpU 00pOOIT
CTaTUCTUYHUX MapaMeTpiB TeKcTy. MacKyrodl CUMBOJIM B KO)KHOMY BUIIAJKY BCTAHOBJIIOIOTHCS Bi-
JMOBIAHO 10 BUOpaHOTO METOTy. MeToIB BCTAHOBIIEHHS MAaCKyHOUHUX CHMBOJIB MOke OyTtu Oara-
T0. L5 mpomieaypa € NOMOBHIOBAIBLHOIO 10 BUOOPY MATpPHIIl KJIt04Ya, TOMY 110 03 3HaHHS I[bOT0 Me-
TOAY BIAKPUTHM TEKCT HE 3HaX0AUThcA. | TUIbKM MOBHA 1H(OpMAILisl IPO METOJ1 BCTAHOBJIEHHS Mac-
KYIOUMX CUMBOJIIB 1 KJIIOU JJa€ MOXJIMBICTh pO3IIKU(pyBaTH 3a U(PPOBAHUN TEKCT.

®dopmyBaHHS MaTpULb KIIOYIB Ui MHUPpyBaHHS 1 po3lIn(pyBaHHS BUKOHYETHCS TaK, SIK B
mndpi Xvuia. @opMar MaTpULlb KJIt0Ya 1 BEKTOPA BIIKPUTOTO TEKCTY AJis U(PYBaHHSA MOXe OyTH
2,3,4,5, 6... 3apa3 HeMae TEeXHIYHUX MPOOJIEM JJIA amapaTHOro, MPOrPaMHOTO YW KOMOIHOBAHOTO
crocoOy MepeMHOKEHHsI MaTpullb po3Mipom 2x2, 3x3, 4x4, 5x5, 6x6, ...

YactoTy B)XKMBaHHS CUMBOJIIB y BikpuToMy TekcTi (BT) Takox HeTpyHO BU3HAUUTH 3 J0-
MIOMOTO10 Kk JTIYWIBHUKIB, 5Kl OyAyTh BHU3HAUaTHU CKUIbKM pa3 BXKUBaBaBCs KOKHMM cumBoi y BT.
TakuM YMHOM MAacKyO4i CUMBOJIM OyayThb BCTaBJIATHCA Iepen 1 micist cuMmBoiiiB BT 3anexHo Bia
4acTOTH BKUBAHOCTI, IPUYOMY B 3BOPOTHIN 3ajiexHOCTI. YuM pijlie BKUBAETHCS OKPEMUN CUMBOJIL
BT, tum yacriuie BiH Oy/Jie BCTAISTHUCS SIK MAaCKYIOUMH CUMBOJL. SIKIIO MiAPAXyHOK YacTOT BXKUBaH-
HS CUMBOJIIB 3/IIMCHIOBATH ITICJISI KOXKHOTO IUKITY BCTABJISIHHS (TIepea 1 MIiCIsl OKPEMOTO CHUMBOITY
BT), To oueBumHO, 110 YMM OLIBIIE IUKJIIB BCTABJISIHHS MAaCKyIOUUX CHMBOJIIB, TUM OUIBII PIBHO-
MIpHOIO OyJie 4acTOTHA XapaKTepUCTHKA BXKUBAHHS CUMBOJIIB.

104 36ipnux naykoeux npayb



OcHOBHMMM IIpUiloMaMu JJ1s1 po3Mi3HAaBaHHS CcIIOCO0Y MU(pyBaHHS, BU3HAUYEHHS JOBXKUHU
KJIF0Ya € CTaTUCTHUYHA 00pOOKa TEKCTY, Ka BU3HAYA€ YACTOTY OBTOPEHHS! CUMBOJIIB, 1 TOBTOPEHHS
rpynu cumBodiB LT, mo Moxke JOMOMOITH BU3HAYUTH JOBXKUHY Kitoya. MacKyrodl CUMBOJIH, SIKi
BCTABJIAIOTHCA Mepes i Mmicis KoxkHoro cumpoiy BT. Ix monemypa BcTaBisHHS B HeBHill Mipi Mae
BHUIAJIKOBUN XapakTep, 1 BOHU (HaKTUYHO CTAIOTh NOJATKOBMM mudpyrounm kimoueMm. CrpaBa B
TOMY, IO SKIIO MpPU MEPEMHOKEHHI MaTpHllb Yy MaTpulio cuMBojiB BT BcraBiseTbcst xoda Ou
OJIMH MacKylOUMW CHUMBOJ, TO IPHU MEPEMHOXKEHHI 3MIHIOIOThCS Bcl pe3ynbTytoul cuMBoiu 1IIT.
SIKI0 IepeMHOKMMO MaTPULIO KIIF0Y Ha MaTpuLro Bektop BT, To oTpumaem

1 2 3 10 16
4 5 6 11 11
7 8 9 1 = 6 (mod 26)

Sxmo B Matpuui Bektop BT 3aminumo oaun cumBod (11 nominsgeMo Ha 5), TO OTpUMaeM

1 2 3 10 4
4 5 6 . 5 - 7 (mod 26)
7 8 9 12 10

Sk 6aunmo, 3amiHa oxHOro cuMBodty y BekTopi BT (11 3aminunm Ha 5) mpusBena 10 TOro, 1o
BCI IHIII CUMBOJIM TaKOX 3MIHWIKCS. TakuM 4MHOM BBEACHHS MAaCKyFOUMX CHMBOJIIB HaBITh y HEBEJH-
Kifl KUTbKOCTI (HAIlpUKJIaJ BBOJUTHCS OJWH MACKyIOUMH CUMBOJI T€PE]] CUMBOJIOM BIKPUTOIO TEKCTY
npu ¢opmari matpui kioda 3x3 1 marpuus Bekrop BT Oyne 3MiHeHa Tak: OJJMH MacKylOUUiA CUMBOJT 1
nBa cumBoii BT 1 Tak Oyze y Bcix 670Kax mudpyBaHHs) MpU3BeJIE 10 KapAUHAIBLHOT 3MIHM CUMBOJIIB
IIT. I e TUTbKM Bix BBEIEHHS MAaCKyHOUMX CHMBOJIB. A 1€ BiIOYBa€THCS MPOIIeIypa EPEMHOKEHHS
MaTpuIll K1o4a Ha Ha MaTpuilto Bektop BT. Takum umnom, Bci 3akonomipHocti LT (3 Touku 30py
CTaTUCTUYHUX XapaKTEPUCTUK 1 METOUK X 0OpOOKH) OyAyTh CYTTEBO 3MIHEHI.

Oco0n1BoO BenuKi NpoOIeMu Ipu 3J1aMyBaHH1 KOPOTKUX TEKCTIB, sIK1 3alIM(pPOBaHi 3aIrpo-
IIOHOBAHUM CIOCOOOM HIM(pYBaHHS, TOMY IO CTAaTUCTUKA JUIsl TAKUX MapoJIiB, KOJIB, YMOBHUX
KOMaH/I Y4 1HIINX KOJOBHUX CIIIB, SIKi 03HAYAIOTh PEKUMH POOOTH, 1 T.II., HE BIAMOBIIAE€ CTATUCTHI
npupoaHboi MoBU BT. Tomy, B 3B’513Ky 3 BUILIEBUKJIAJICHUM 3alPONOHOBAaHUN crIOCiO MM pyBaHHS
Mae€ MOTEHIIITHO BHUCOKI MapaMeTpy KPUNTOCTIHKOCTI, 0COOIMBO MPU BUKOPUCTAHHI HOr0 B CUCTe-
Max Oe3rneku Juist 30epekeHHs] KOHP1IeH1IIHOT 1HpopMarlii.

udpyBanns iHPopMalii 3aIPpONOHOBAHUM CIIOCOOOM BUKOHY€ETHCS TaKUM YHHOM. CHMBO-
JU BIAKpUTOro TeKcTy BT JONMOBHIOIOTHCS MacKylOUMMH CUMBOJIAaMU B TaKoMy Nopsiiky. Busna-
YEeHHsI YaCTOTH BXKMBAHHS CUMBOJIB Yy Biakputromy TekcTi (BT) Takox BU3HadaeThCs 3 JTOTOMO-
roto k n4mIbHUKIB, K1 OyJyTh BU3HAYaTH CKUIBKM Pa3iB BkUBaBcs KoxeH cuMBoia y BT. L npo-
Leaypa BUKOHYEThCS Mepes MOYaTKOM BCTABJIIHHSA MAacKyIOUYHX CUMBOJIIB 1 MICIS KOKHOIO LIUKITY
BCTaBJISIHHS MacKyl4MX cUMBOJIB. OMH LIMKII — 116 BUKOHAHA MPOIielypa BCTABISHHS MaCKylOUHX
CUMBOJIIB 1iepes 1 miciis kokHoro cuMBoiry BT. Uum pinie BxxuBaeTbes okpemuit cumsou BT, Tum
yacTiue BiH Oye BCTAJIATUCS SIK MAaCKYIOUYHMil CUMBOJI. SIKILIO MigpaXyHOK YacTOT BXKMBAHHS CUM-
BOJIIB pOOUTHU TiCIsl KOXKHOTO LIMKIIY BCTaBIIsIHHA (1epen 1 micist okpemoro cuMBogy BT), To oue-
BHJIHO, 110 YUM OUIBIIIE IIUKIIIB BCTABJISIHHS MACKyIOUHUX CUMBOJIIB, TUM OUIBIII PIBHOMIPHOIO Oy/e
YacTOTHA XapaKTepUCTUKA B)KUBAHHS CUMBOJIIB.

Taxkum ynHOM, BinOyBaeThes miaroroska BT 1o npouenypu mumdpysanns. [lani BUKOHYeTbCs
MOJIUT CHMBOJTIB BIIKPUTOTO TEKCTY 3 MacKytounmu cumBosiamu (BT+M) Ha O50ku 10 P CHMBOJIIB Y
OJIOKY, Il )l CHMBOJIIB YTBOPIOIOTh MATPHUIIIO CTOBYHMK, a KJIFOU YTBOPIOETHCS 3 U KUIBKOCTI CUMBOJIIB,
K1 3aIIMCYIOThCS SIK KBaJpaTHa MaTpuIls pxp 1 cuMBosd 1mmdposanoro tekery (ILUT) ¢opmyrorscs B
IIPOLIECI IEPEMHOKEHHSI TOOJIOKOBO MATPHIIl CTOBITYMKA 1 KBAJIpaTHOT MaTpHLLl, sIK1 OMIEPEIHBO Tepe-
TBOPIOIOTHCS Y BIATIOBIIHI YKCIIa IO MOIYIIIO N, Jie N — KUTbKICTh cumBouIiB BT. [Iponeaypa posmmmd-
pyBaHHS BiOyBa€eThcsa B 3BOPOTHbOMY HOpsiiKy. CumBosu LT nuistbes Ha GJI0KK MO P CUMBOJIB Y
OJIOKY 1 MOYEProBO MEPEMHOXKYIOTHCSI HA 00EpHEHY MAaTpHIlO KiTtod 1 oTpumyeM BT+M. Ocranss nis,
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Ky HEOOX1IHO BUKOHATU — 1€ 3 po3iudpoBaHoro Tekcty BT+M Bunanutu Bci Mackyroui CUMBOJIH B
TaKOMY HOPSJIKY, B SIKOMY BOHU BCTaBisuIMcs 1 orpumaemo BT.

3anpornoHoBanuii crocid mudpyBanHs iHbopmarlii [7] Mae BUCOKI MapaMeTpH 1010 KPHII-
TOCTIMKOCTI, HECKJIa/IHO Peaji3y€eThCsl anapaTHUM ado MPorpaMHUM, a00 KOMOIHOBaHHUM CIIOCOOOM.

[Mudp Xina npu p = 6 OyB peanizoBaHUi y BUIIISLII MEXaHIYHOT IK(PyBaIbHOT MAIIMHKH,
OMHCaHIi B MaTeHTI [2], IKif BUKOHYBaB MHO>KEHHS MaTpHllb y ¢opmari 6 X 6 mo moayintwo 26 3
JIOTIOMOTO}0 CUCTEMH LIECTEPEHb 1 JaHITIOT'B.

3a HeoOX1THOCT1 OTPUMAaHHS BUCOKUX MapaMeTPiB 111010 KPUITOCTIKOCTI HEOOX1THO BCTaBII-
TH JJOCTaTHbO MACKYyIOUMX CHUMBOJIIB, KUIbKICTh SIKUX MOXE B JIEKUJIbKa pa3iB EPEBUILYBATH KUIbKICTh
CUMBOJIIB BiikpuToro tekcty BT. SIkimo npuiimMaeTbcs alroput™ BCTaBJISIHHS MAacKylOUHX CHMBOJIIB:
BCTaBJISIETHCS OJJMH MAcKYIOUMi CUMBOJI Tiepei KOKHUM cuMBosioM BT 1 o MacKyroumii CMMBOJ Ti-
cist cumBoity BT. B npomy Bunaaky BT 3 mackyrounMu cuMBosiamu Oy/ie MaTH Taky KOH(Irypailito: B
KOXHOMY 0011l (SIKIIo p = 3) Oyae OWH MAacKyIOUYHil CUMBOJI TIEPEl CHMBOJIOM BIAKPUTOTO TEKCTY,
cumBod BT 1 oguna Mackyrounit cumBoi miciis cumBoiry BT. Biiok mae takuit Bursim: {my; vi; mj;}, ae
m;— MacKyr4mii cumMBoJI, vi— cuMBoJI BT. SIkmo xondirypamis BT 3 mackyrounmu cumBosiamu Oyrie
Taka, sika po3riaaiacs BuIle, a B =4, ToJl nepimuni 0ok Oye MaTu Takui BUIIBIA {my; Vi; m;; m;},
OpYyrui - {vi; my; my; vi.}, TPETIH - {my; my vi; my; }, 4eTBEpTHil - {my; vi; m;; mi}, a MATHIA Oy/ie Takui K
NepIIni 1 BeCh LUK 3 IEPioZIoM YOTHPH OyJie MOBTOPATUCA. SIKIIO NMPUIMAETHCS aITOPUTM BCTaBJISH-
HSl MacKyIOUHX CUMBOJIIB: BCTaBJISIETHCS JIBA MAacKy04l CHMBOJIM Tiepe]] KO>KHUM cuMBoJioM BT 1 Hy1b
MacKyl4ux cuMBOJIiB Ticist cuMBosty BT mpu p = 3. B npoMy Bunajaky 070K Mae Takuil BUTIIST @ {my;
my; vi;}, Ie M — MacKyr4Hii CMMBOJI, Vi— ciMBOJI BT. Bci Grioku OymyTh MaTi Takuil BUTJISIT, TOMY IO
KUIbKICTh BCTAaBJICHUX MACKYKOUHMX CHMBOJIIB, SIKI IIPUXOAATHCS Ha oquH cumBoi BT nopiBHioe p -1.
Bapianris, ski BU3Ha4atoTh KoHQirypauito BT 3 Mmackytounmu cumBosamu, Moxe Oyt 6arato. Bubu-
patu HEoOX1THO Takl, sIKi 3a0e3MeuyloTh PIBHOMIPHICTh YaCTOTHOI XapaKTEePUCTUKU BKUBAHHS OKpe-
mux cuMBoutiB Juist HIT. JlocaipkeHHsT 4acTOTHUX XapaKTEPUCTHK BXKMBaHHA OkpeMux cumBoJiB LT
HaBITH TP m; = | MATBEPIKYE €(hEKTUBHICTD 3aITPOITOHOBAHOTO Croco0y mmdpyBaHHs iHPOpMAIIii.

Jliia peanizaiiii HOBoro croco0y mugpyBaHHs iH(popMalii 3alponoHOBaH1 a/lallTUBHI MO/Ie-
JI1 BCTAHOBJIEHHSI MAaCKYIOUMX CUMBOJIIB.

AJanTUBHICTh MOJIEJI1 BCTAHOBJICHHSI MACKyIOUMX CHUMBOJIIB MOYKHA BU3HAUUTHU 32 aJITOPUT-
MOM ixX nia0opy. 3anpoNOHOBAHO MAacKyr04l CUMBOJIM BUOMPATH 3 MOKIMBOro Habopy (BiamoBiaae
andaBiTy MOBIIOMIIEHHS), SIKI BU3HAYaIOThCS. HEPIBHOMIPHICTIO YACTOTHOI XapaKTEpUCTUKU PO3IO-
JTy CUMBOJIIB, 32 MPUHIMIIOM: KOKHUN MAacKyKOUYHil CUMBOJI, KU BCTaBJISETHCS, IOBUHEH IMOK-
paiyBaTd pPIBHOMIPHICTh YAaCTOTHOI XapaKTEPUCTHKH PO3MOALTY CHMBOJIB BIIKPUTOIO TEKCTY.
OueBHUIHO, 10 YUM OUIBLI PIBHOMIPHUN YaCTOTHUM PO3MOJUT CUMBOJIB BIIKPUTOTO TEKCTY, TUM
OUIBII PIBHOMIPHUM Oy[i€ 1 pO3MOALTI CUMBOJIIB LIM(PPOBAHOTO TEKCTY.

Po3rnsiHeMo Mojiesni Ha OCHOBI CTATUYHOTO MPHHLMITY BCTAHOBJIEHHS MACKYIOUMX CUMBOJIIB -
MAacKyI04l CUMBOJIM 3aBXK/IM BCTaBJISIIOTHCA y Harlepe BU3HAYEH1 MICIISl BITHOCHO CUMBOJIIB BIIKPUTOIO
tekcty. Ha puc. 1-3 HaBeneHi Tpu BapiaHTU CTaTUUHUX MOJIENIEH BCTAHOBJIEHHS MACKYIOUHUX CUMBOJIIB
s popmaty p = 3. Ha rpadikax m;— mMackyrouuii cumMBoJ (IIyHKTHUpHA JiiHIsA), vi— cuMBous BT (cy-
LUTbHA JIIHIS), OJIOKK pO3/UIEH] TOHKUMU MYHKTUPHUMHU JIHISIMU, TOBXXKHUHA OJIOKY — 3 CUMBOJIH.

Pucynok 1 — I'paghiuna cmamuuna modenv 3 popmamom {vi; vi; mj; }

Pucynok 2 — I paghiuna cmamuuna mooens 3 hopmamom {vi; mj; i
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Pucynox 4 — I'paghiuna ounamiuna mooensv 3 popmamom { vi; nj*m;, }
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JlunamiyHa (yHKIIS BCTABJISIHHA MAacKyIOUUX CUMBOJIIB JIa€ TOAATKOBUM ePeKT. SKIo y 3BU-
yaitHomy mugpi X11a TOBTOPEHHS B TEKCTI MOXYTh MOSIBJISTHCS HA BUIJICTAHAX, sIKI KpaTHI JOB-
KUHI KJTI04a (YUCIIO 1 HE MOXKe OyTH Jy»e BEJIUKE), TO Y BCTAaHOBJIEHHI MACKYIOUHUX CUMBOJIIB ITiC-
JI1 KOYKHOTO CUMBOJIA BIJKPUTOIO TEKCTY y KUIbKOCTI BiJ 0 10 5 mpu p = 5 nepioj MOBTOPEHHs Oy-
ne 105 cumBoiiB (3amicTh 5). Came BCTaBIISIHHS MacKylO4YMX CUMBOJIIB 1 iX BUIyYEHHS € MPOLETy-
po1o, siIKa HE 3HMXKYE MPOAYKTUBHICTh poboTu Kpunrorpada. [Ipu npomy 1o1uIbHO BpaxyBaTH, 110
MacKyI04i CHUMBOJIH M1I0UPAOTHCS 3 AOMOMOT0I0 FeHepaTopa BUIAIKOBUX YHCEN 3 HaMEHII BXKU-
BAaHUX CUMBOJIB y MH(ppoBaHOMY Tekci. Takuil anroputM nidopy 1 MacKyrounX CUMBOJIB MOXHA
BB@)XATU JIOJIATKOBUM KJIHOYeM JUIsl popMyBaHHS MIH(PpoBaHOro TeKCTy. CKIAJHICTh BUIYYEHHS
MacKyIO4YMX CUMBOJIIB HE BU3HAYAETHCS X HOMEPOM YM HA3BOIO, OCKUIBKH BHJIYYalOThCSI CUMBOJII
Ha BUAMOBITHUX MO3ULISAX IHM(PPOBAHOTO TEKCTY. SIKIIO KUIbKICTh MAacKyIHOUUX CHMBOJIB Oulblla
50%, ToAl YaCTOTHUM PO3IO/ALI CUMBOJIB Yy IH(PPOBAHOMY TEKCT1 HAOIMKAETHCS JO PIBHOMMOBIp-
Horo. Binomuit matemarux Knop IllenHon nokasas, 110 npu HaOJIM>KEHI pO3MOJUTY YACTOTH BXKH-
BaHHS CHUMBOJIIB 10 PIBHOMMOBIPHOTO 3aKOHY, Takui mup HAOIMKAETbCA 10 aOCOTIOTHO CTIMKHX
mundpis [4]. TakuM YMHOM, BUKOPUCTAHHSI MAacKylOUMX CHMBOJIIB Ma€ MEPCHEKTUBY B HANPIMKY
CTBOPEHHS IHUQPIB MIBUIIEHOT CTIMKOCTI.

Skmo paniure Bcs podoTa 3 Kpunrtorpadii BUKOHyBajacs Bpy4yHy 1 Oysio HebakaHO 3011b-
uryBatu foBxkuHy LT, To npu choroaHimHbOMy cTaHi K(PyBaTbHOT TEXHIKU Ll OCOOJIUBICTh HE
€ BHU3HayaipbHOIO. Ilpu BUKOpHCTaHHI MHMQPYBaIbHUX MAIIWH, CHELIadi30BaHUX MPUIaliB,
KOMIT IOTEPU30BaHUX MPUCTPOIB UM KoM 't0TepiB, 30u1bmeHHs LT 1 BunaneHHs MacKylouux cuM-
BOJIIB BUKOHY€ETBHCS JOCTAaTHHO HIBUJKO 1 HE 3MEHIIIYE MPOAYKTUBHOCTI Mpalli oreparopa npu mud-
pyBaHHI1 4M po3mupyBaHH1 iHPOpMAaLii.

BucHoBku

Pe3synbratu ananizy ocoOaMBOCTEN Ta XapaKTEPUCTUK BIIOMUX OJIOKOBUX IIHU(PIB OKA3aIn
MO>KJIMBICTh MIABUIIEHHS 1X €()EeKTUBHOCTI Ta HaJIIHHOCTI. 3alpONOHOBaH1 MOJIE]l Ha OCHOBI CTa-
TUYHOTO Ta JUHAMIYHOTO BKJIIOYEHHS MAcCKyHOUHMX CHUMBOJIIB 3a0€3M€UYIOTh M1IBULLIEHHS €(EeKTUB-
HOCTI Ta HaAIMHOCT1 610KOBHX K (piB. OOrpyHTOBAHO MIJABUIIEHHS €(PEKTUBHOCTI Ta HAAIIHOCTI
6s10k0BUX MHGPIB. KO KUTBKICTh MACKYIOUMX CHMBOJIIB CTAHOBHUTH Oubiia 3a 50%, To1i yacTo-
THUW PO3MOALT CUMBOJIIB y IIH(PPOBAHOMY TEKCT1 HAOIMKAETHCS 10 PIBHOMMOBIPHOTO, 1110 IMiJBH-
1rye HaiiHicTh UGpy. EQexTUBHICTh KM(PY NIABUILYETHCS 3aBSKU BIIHOCHO MTPOCTUM aIrOpH-
T™MaM MMHUQPPYBaHHA-PO3MU(PYBAHHS Ta MOMJIMBOCTI HOro peaii3alii amapaTHO-IIPOrpaMHUMU
KOMIT'IOTEpPHUMH 3aco0amMu. 3arporoHOBaHI MOJENl MOXYTh BHUKOPHUCTOBYBATHCS IMPHU MOOYNOBI
3ac001B Oe3MeKr KOMII FOTEPHUX CUCTEM, MEPEX, Ki0ep-PI3MUHUX CUCTEM.
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